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The HDIAC Journal is a quarterly publication featuring arti-
cles by researchers, Subject Matter Experts (SMEs), and other
leaders in HDIAC's eight focus areas. Authors come from aca-
demia, industry, and government/military institutions to discuss
their latest research and innovations. With a network of more
than 10,000 subscribers, including military/government program
managers and other decision makers, the HDIAC Journal is
an excellent platform for researchers to showcase their work.
Each issue of the HDIAC Journal is available online, and phy-
scial copies are available at conferences and events. If you
are interested in writing for the HDIAC Journal, please contact

publications@hdiac.org
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HDIAC is responsible for aquiring, analyzing, and disseminating
relevant scientific and technical information in support of DoD
and U.S. government research and development activities. In
order to accomplish this, HDIAC provides a variety of products
and services:

Technical Inquiry Service

HDIAC provides up to four free hours of information services,
including literature searches, product/document requests, and
analysis within our eight focus areas. This service is available to
academia, industry, and other government agencies.

Core Analysis Task

This contract vehicle has a rapid start time and is designed to
improve industry productivity and provide affordable, value-added
capability to the warfighter. The HDIAC Core Analysis Task (CAT)
incentivizes productivity and facilitates technological innovation
though collaboration between industry and government.

Spotlight Articles

HDIAC Spotlights are brief, high-level overviews of relevant
research and emerging technologies published on the HDIAC
website throughout the year.

Webinar Series
HDIAC Webinars are presented by HDIAC SMEs and offer in-
depth analysis of relevant research and emerging technologies.

Tech Talks
HDIAC Tech Talks are informational videos featuring DoD-
applicable research in out eight focus areas.



Rongzhong Jiang
& Dat T. Tran

A highly efficient and compact electric pow-
er source is required on the battlefield in or-
der to operate telecommunication devices,
night-vision goggles, sensors, portable com-
puters, and unmanned aerial vehicles. While
batteries can provide the power needed for
short-term missions, they come with several
limitations. It is impossible for warfighters to
carry a sufficient number of batteries for a
mission longer than a few days.

As a result, much research and develop-
ment attention has turned to fuel cells—an
electrochemical device that converts a fuel's
chemical energy into electric power—for
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long-duration applications [1-3]. The most
efficient fuel cells use hydrogen as their fuel
source, as it has high power, high energy,
and zero CO, emissions [4].

An innovative, in situ hydrogen generation
fuel cell has been developed at the U.S.
Army Combat Capabilities Development
Command's Army Research Laboratory
(ARL) for future warfighter power systems.
The fuel cell is composed of two functional
parts: one for hydrogen generation, by meth-
anol electrolysis; and the other for electric
power generation, through an internal hy-
drogen/air power plant. No external tank is
required to store compressed hydrogen gas,
and all hydrogen generated is used instant-
ly by the hydrogen/air fuel cell. The hydro-
gen gas generated in the first part is directly
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transported to the second part through a
2mm thick junction electrode for electricity
generation.

For use in the in situ fuel cell, our team at
ARL developed high-potential cathode cat-
alysts for hydrogen evolution and oxygen
reduction, and anode catalysts for alcohol
electrooxidation. Experimental results to date
have demonstrated that 100g of methanol
can be converted to ~16.8g of hydrogen gas
(excluding the mass of water). A prototype
has been tested by running methyl alcohol.
Afuel energy density of approximately 1,300
Wh/kg of fuel was achieved—a level 56%
higher than standard methanol-reforming
fuel cells (~830 Wh/kg) [5]. This technology
will enable the warfighter to power a variety
of electric devices with a compact, light-



Figure 1. Hydrogen generation at the
cathode electrode

weight, high-power, and high-energy power
source capable of powering longer missions
than those supported by batteries alone.

Hydrogen-Generation Fuel Cell
Technologies

Several onboard hydrogen-generation
technologies have been proposed by using
hydrogen rich solid or liquid materials to pro-
duce hydrogen gas for fuel cells. The U.S.
Army evaluated three of these technologies
for onboard hydrogen generation for fuel
cells.

The first is thermal decomposition of alane
(AIH,), which has a theoretical hydrogen
content of 10% (wt%) and an experimental
hydrogen yield of 7.7-9.2% (wt%) [6-8].
Although the initial release of hydrogen
gas occurs at <100°C from alane, the full
hydrogen yield cannot be obtained despite
temperatures as high as >250°C. Further-
more, the high temperature decomposition
of alane causes pressure buildup and safety
concerns [8].

The second candidate for onboard hydrogen
generation is hydrolysis of aluminum (Al)
metal nanopatrticles by the reaction of Al with
water, which requires large amounts of water
for a water/Al ratio >3/1 [9-11]. The Al meth-
od’s theoretical hydrogen yield is only 3.7%
(wt%), including water. Adding a large quan-
tity of water limits automobile and portable
electronics applications.

The third candidate is onboard thermal-re-
forming methanol to generate hydrogen gas
for a fuel cell [12-13], which needs about
30% water for methanol steam reforming
at 200-300°C. In order to maintain a high
reforming temperature, additional methanol

Figure 2. Schematic view of an in situ hydrogen generation fuel cell using methanol to generate
hydrogen. (Left) A combination of an electrolyzer and a fuel cell joined by a junction electrode
and (Right) experimental components containing three electrodes and two electrolyte membranes.

Figure 3. Single unit (Left) and bi-unit (Right) of in situ hydrogen fuel cells using methanol to

generate hydrogen

must be burned in the thermal-reforming
methanol fuel cell, which further lowers the
fuel energy density and results in a density
~830 Wh/kg. In addition, thermally reforming
methanol causes a carbon monoxide (CO)
release as high as 1,000 ppm at startup,
which creates an inhalation safety concern.
(These results were obtained from ARL'’s
evaluation of several reforming methanol
fuel cell systems manufactured by UltraCell,
LLC.)

In a methanol-reforming fuel cell, the pro-
cess of reforming must be carried out at
250-300°C to generate and store hydrogen
gas. The temperature of hydrogen from the
reformer is too high for a polymer electrolyte
membrane fuel cell (20-100°C), and also too
high for a fuel cell using polybenzimidazole
as an electrolyte membrane (160-180°C).
All methanol-reforming fuel cell systems re-
quire a cooling system. These high operating
temperatures create issues related to cost,
complex system design, slow startup and
shutdown cycle speeds, and a shortened
lifespan.

After reviewing these onboard-hydrogen
generation technologies, we designed, con-

structed, and evaluated a prototype of an
innovative in situ hydrogen generation fuel
cell capable of providing electric power con-
tinuously. The in situ hydrogen fuel cell works
at low temperatures (20-90°C) to electro-
chemically process methanol for hydrogen
generation and electric power generation, si-
multaneously. Unlike other hydrogen gener-
ation architectures, the in situ prototype does
not need to carry a compressed hydrogen
gas tank, as its hydrogen is self-produced
via hydrogen-rich alcohols.

Method of Electrochemically
Converting Methanol
to Hydrogen
Methanol can be electrochemically convert-
ed into hydrogen within an electrochemical

cell. Atthe anode:

CH,OH + H,0 = CO,+ 6H"+ 6", and
E°=0.02V. @)

At the cathode:
6H*+ 6e" —3H,, and E° = 0.0V. 2)

The overall electrochemical reaction is:



CH,OH + H,0 = CO,+ 3H,, and E’el
=0.02V. ®

Theoretically, we only need to apply a 20-
mV electric voltage to convert methanol
to hydrogen gas. That is, we only need to
apply a small amount of energy to convert
methanol into hydrogen gas by a method of
electrolysis, and then use the hydrogen to
generate more electrical energy. This is a
very promising method for producing hydro-
gen on demand. Furthermore, methanol has
a high hydrogen content of 12% by mass,
including water, and 18.75%, excluding wa-
ter. Because the in situ fuel cell generates
water, if the generated water is recycled, the
hydrogen yield may approach 18% by mass.

Experimental results demonstrated that
90% hydrogen yield can be obtained elec-
trochemically for hydrogen generation [14].
Therefore, 100g of methanol can be con-
verted up to 16.8g hydrogen gas (excluding
the mass of water). Compared to alane, Al-
nano particles (or Al-alloy), and thermal-
reforming technologies for hydrogen gener-
ation, the methanol electrolysis technology
has the highest hydrogen yield. In addition
to methanol, several other alcohols can be
used to generate hydrogen (e.g., iso-pro-
panol alcohol [rubbing alcohol]). Figure 1
shows hydrogen generation at the cathode
electrode of an electrochemical apparatus
[14] by electrolysis of 4M 2-propanol alcohol.

Design and Assembly of an
In Situ Hydrogen Generation
Fuel Cell Prototype

In order to realize in situ generation of hy-
drogen gas, we designed, assembled, and
experimentally tested a fuel cell prototype
[15]. Figure 2 presents a schematic view of
a methanol-fueled in situ hydrogen gener-
ation fuel cell. The prototype is composed
of two functional parts—one for hydrogen
generation by methanol electrolysis and the
other for electric power generation through
a hydrogen/air fuel cell. The two parts share
a junction electrode, which is a cathode for
the hydrogen generation electrolyzer, and an
anode for hydrogen/air fuel cell. This junc-
tion electrode is designed with micropores
for gas and water transport. This design min-
imized the distance of hydrogen gas transfer
between the hydrogen generation electro-
lyzer and the hydrogen/air fuel cell. The hy-
drogen transfer distance is less than 2mm
across a junction electrode. As long as the
hydrogen is generated, it is used instantly for

Figure 4. Performance of a prototype of in situ hydrogen generation fuel cell operated with

6-mL, 1.0M methanol at 30°C

Power Source

Energy Density (Fuel Only)

(Wh/kg)
In situ hydrogen fuel cell 1300
Thermal-reforming methanol fuel cell 830
Direct-methanol fuel cell 1000

Table 1. Comparison of energy density from three types of fuel cell systems at ARL

Figure 5. Net energy density obtained from
a prototype of in situ hydrogen generation
fuel cell operated with 6mL, 1.0M methanol
at 30°C

electric power generation in the part of hy-
drogen/air fuel cell. By eliminating the need
for an external gas tank, the in situ fuel cell
reduces the weight and size of a hydrogen
fuel cell system.

Evaluation and Results

We built experimental prototypes and ex-
amined the feasibility of an in situ hydrogen
generation fuel cell (see Figure 2). A single
unit of the prototype (see left photo in Fig-
ure 3) consists of two membrane electrolyte
assemblies (MEAs)—one as an electrolyzer
for hydrogen generation and the other as a
hydrogen/air fuel cell for electric power gen-
eration. A junction electrode was positioned
between membrane-1 and membrane-2 (see
left diagram in Figure 2). The single unit pro-
totype was used for the experimental proof of
the proposed concept’s feasibility. The bi-unit

Figure 6. TEM images of cathode catalyst of
PtCo (Top) for hydrogen evolution and oxy-
gen reduction and anode catalyst of PdNiP
(Bottom) for alcohol electro-oxidation

of the prototype (see right photo in Figure 3)
is a combination of two single units, which
was used for demonstrations such as run-
ning a small electric fan.

Figure 4 shows experimental results ob-
tained from a single unit of prototype [14].
Here, 6mL 1.0M methanol is filled into the
fuel chamber and the temperature is held at
30°C. The input voltage (CH voltage), or the
electrolyzer’s voltage, is constant at 0.30V,
and the output voltage (DCH voltage), or the



fuel cell’s voltage, responds at 0.80V. The
overall net voltage output is 0.50V. In this
example, the input current (CH current) is
provided by an external power for the elec-
trolyzer, and the output current (DCH current)
is generated by a hydrogen/air fuel cell. The
experimental result shows that the input cur-
rent is approximately equal to the output cur-
rent or ~100% coulomb efficiency from the
fuel processing electrolyzer to the fuel cell is
obtained. The methanol is first converted into
hydrogen in the fuel-processing electrolyzer.
Meanwhile, the hydrogen is simultaneously
used in the hydrogen/air fuel cell for electric
power generation.

Figure 5 shows fuel energy density obtained
with a single unit of in situ hydrogen gener-
ation fuel cell. This single unit prototype is
operated with 6mL 1.0M methanol at 30°C.
Here, CH voltage is held at 0.4V, and DCH
voltage responds at 0.75V. The energy den-
sity obtained from this prototype is 1,300 Wh/
kg (fuel only). Table 1 lists energy density ob-
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tained from three types of fuel cell systems
evaluated at ARL. The in situ hydrogen gen-
eration fuel cell gives the highest fuel energy
density, which is 56% higher than the ther-
mal-reforming methanol fuel cell.

The Role of Electrode Catalysts

Practically, methanol is not electrooxidized at
the anode, nor is hydrogen generated at the
cathode by applying only a theoretical po-
tential of 20mV. This is due to overpotentials
caused by slow electrode kinetics and the
fuel cell's internal resistance. Therefore, we
had to develop efficient electrode catalysts
for sufficiently lowering the overpotentials of
methanol electrolysis. At ARL, we developed
high-potential cathode catalysts for hydrogen
evolution and oxygen reduction, and anode
catalysts for alcohol electrooxidation [15-17].
Figure 6 shows transmission electron micro-
scopic (TEM) images of a PtCo cathode cat-
alyst [15, 18] and PdNIiP anode catalyst [16].
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Conclusion

The hydrogen-powered fuel cell is a prom-
ising power source for the Department of
Defense, capable of providing continuous
electric power for long-term missions. Our
experimental results demonstrate that 100g
methanol can be converted into ~16.8g hy-
drogen gas, excluding the mass of water.
These results could help make significant
strides in meeting the challenges of supply-
ing the warfighter with ample expeditionary
power, by generating on-demand energy un-
encumbered by hydrogen gas storage tanks.
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signaling events that briefly remove the re-
ceptor from the cell surface. The temporary
disappearance of MORs within the brain cre-
ates a negative feedback loop that results in
tolerance, requiring more opioids to produce
analgesia with the remaining receptors.
However, if additional opioids are adminis-
tered beyond the therapeutic dose, the re-
maining receptor population also becomes
compromised, further dampening MOR
signaling throughout the CNS which leads
to significant respiratory suppression and
subsequent death [8]. Indeed, this is the pri-
mary mechanism behind opioid-related over-
dose fatalities and is the very property that
transforms therapeutic opioids into potential
chemical weapons.

Weaponization of
Synthetic Opioids

The idea of opioid-based chemical weap-
ons dates back to the discovery of fentanyl
in 1960. Fentanyl and several fentanyl an-
alogues were the focus of extensive U.S.
military research from the 1970s through
the 1990s, including inhalation studies on
non-human primates to develop novel in-
capacitating agents “for situations where
a quick knock-down agent is needed [9].”
These efforts led to the discovery of sufen-
tanil and carfentanil, two of the most potent
synthetic analogues known, with respective
potencies of 500x and 10,000x that of mor-
phine (see Figure 2). Carfentanil causes
severe respiratory depression and death in
non-human primates at doses ranging from
2-14 pg/kg and its aerosolization may be
more toxic than the nerve agent VX [10]. In
2016, the appearance of carfentanil in ille-
gal markets prompted the U.S. Drug En-
forcement Administration to issue an explicit
warning stating that the drug is a serious
danger to public safety, law enforcement,
and healthcare personnel [11]. Carfentanil
was responsible for approximately 11% of
all opioid-overdose deaths in ten states from
June 2016 to July 2017 and has a high po-
tential for weaponization [12].

Most U.S. programs relating to the weapon-
ization of synthetic opioids were terminated
shortly before the U.S. joined the CWC in
1993; however, research in other countries
continued [9]. In 2002, Russian authorities
used an undisclosed mixture of aerosolized
synthetic opioids believed to contain carfent-
anil (dubbed Kolokol-1) to counter forty insur-
gents during the Moscow theater crisis [13].
All forty insurgents were killed along with 204

unsuspecting hostages after exposure to the
Kolokol-1 aerosol, revealing the potential use
and limitations associated with synthetic opi-
oids as non-lethal incapacitating agents.

The lethal consequences of Kolokol-1 did not
deter Russian authorities from using synthet-
ic opioids to counter other domestic terrorist
groups. In 2005, Russian Special Forces de-
scended on the town of Nalchik and subse-
quently deployed another unknown aerosol
agent against militants holding hostages in
a local shop. It is believed that the aerosol
contained carfentanil and remifentanil, simi-
lar to the Kolokol-1 cocktail used in the Mos-
cow incident [14]. Later that year, Russian
researchers announced, but did not fully
disclose, progress toward the development
of additional incapacitating agents at the 3
European Symposium on Non-Lethal Weap-
ons [15].

It's unclear if these programs remain in op-
eration today or if Russia has a continued
interest in weaponizing synthetic opioids.
However, growing precedent suggests that
Russia is actively trying to obstruct CWC
provisions relating to chemical weapon in-
vestigations in a likely attempt to shroud
their motives, increasing political tensions
between Moscow and the West [16].

To the best of our knowledge, there are no
additional reports disclosing the use of wea-
ponized opioids in acts of terror or on the
battlefield at the time of this writing. None-
theless, concerns are mounting. In January
2019, Massachusetts senator Ed Markey
contacted Secretary of State Mike Pompeo
and Acting Secretary of Defense Patrick

Shanahan asking if their departments have
"devised strategies to deal with the potential
weaponization of fentanyl [17]." Fentanyl
was responsible for nearly 28,000 overdose
deaths in 2017 [18]. In response, DHS re-
cently announced that it was considering
classifying fentanyl as a weapon of mass
destruction [19]. The announcement seeks
to increase international awareness and the
severity of repercussions to those harboring
and distributing large quantities of fentanyl.

China has been the main supplier of fentanyl
in the U.S., Canada, and Mexico, although
it's unclear if radical terrorist groups or na-
tions have taken steps to exploit China’s
supply for nefarious means [20]. Interesting-
ly, China revealed a nation-wide ban on the
production of synthetic opioids in April 2019,
shortly before DHS announced its position
on fentanyl [21]. The cross-talk between Chi-
na and the Trump Administration represents
a clear and coordinated effort to restrict the
flow of synthetic opioids into illicit markets
and to minimize potential security threats
that may arise from the weaponization of
China’s fentanyl supply.

Antidotes

Naloxone hydrochloride (Narcan®) is the
most pervasive antidote on the market and
is widely distributed to emergency medical
services (EMS) at the forefront of the opioid
epidemic. Originally developed in the 1960s,
naloxone shares many structural features
with morphine (see Figure 4); however, sub-
tle differences in structure give rise to signifi-
cantly disparate properties. Unlike morphine
naloxone is a competitive MOR antagonist

Figure 1. The five major classes of chemical agents identified by the Chemical Weapons
Convention with examples listed in each group.




Figure 2. Many synthetic opioids are derivatives of fentanyl and are significantly more potent

than morphine.

Figure 3. A lethal dose of fentanyl. Fentanyl
is approximately 100-fold more potent than
morphine and boasts an LD, of 0.03 mg/kg
in monkeys [5]. (Source: Drug Enforcement
Administration)

that effectively dislodges opioids from the
receptor to reverse opioid-induced toxicity,
specifically respiratory suppression.

The efficacy of naloxone has been exten-
sively reviewed and depends on several key
factors, including the route of administration,
dose, and the identity of the opioid that is to
be countered [22]. Naloxone has limited oral
efficacy and is typically administered as an
intravenous, intramuscular, or subcutaneous
injection to circumvent its poor oral bioavail-
ability and extensive first-pass metabolism.
Complementary intranasal formulations are
also available that have a rapid onset time
and eliminate the use of needles [23]. In
2019, the U.S. Food and Drug Administra-
tion (FDA) approved the first generic formu-
lation of naloxone hydrochloride nasal spray
for use in a community setting by individu-
als without medical training [24]. Increased
access to a user-friendly antidote will likely
lessen the burden on EMS personnel and
place more control in the hands of the public
to mitigate the opioid epidemic. The technol-
ogy may also find significant value in protect-
ing civilians against a potential opioid-based
chemical attack.

Next-Generation Medical
Countermeasures

Auto-injectors containing 0.4 mg of nalox-
one hydrochloride (Evzio®) and Narcan®
nasal spray (2 mg/mL) sufficiently reverse
respiratory suppression from most overdos-
es involving heroin and morphine; howev-
er, these doses are inadequate for potent
synthetic opioids [25]. A recent report by
Sommerville et al. found that 83% of sus-
pected fentanyl overdoses in Massachu-
setts from 2014-2016 required more than
two doses of Narcan® nasal spray before

any resuscitative response was observed
[26]. The same study also found that of the
fatalities examined, 36% overdosed within
minutes after fentanyl ingestion and 90%
of these patients were pulseless upon EMS
arrival. These findings demonstrate how
quickly opioid-induced respiratory suppres-
sion progresses to death and is a stirring
reminder of the Moscow theater hostage
crisis where synthetic opioids proved to be
more than non-lethal incapacitating agents.
The potency of fentanyl and its derivatives
calls into question the proper dose of nalox-
one that should be administered to rescue
patients in the era of synthetic opioids.

Single-use, high potency antidotes that work
on a majority of the population are critical
in protecting the public from synthetic opi-
oids and mitigating the effects of a domestic
chemical attack. In 2016, the FDA approved
a new formulation of Evzio® that contains
2mg of naloxone hydrochloride—a dose five
times higher than the original device. Howev-
er, a high potency antidote doesn'’t necessar-
ily translate to single use. This is especially
true for lipophilic opioids that leach out from
adipose tissues and agonize the MOR for
long periods of time.

To address this concern, researchers at the
American Chemical Society National Meet-
ing & Exposition (Spring 2019) announced
the development of a next-generation
single-dose opioid antidote using nalox-
one-loaded polylactic acid nanoparticles that
slowly release therapeutic concentrations
of naloxone over 24 hours [27]. No results
are available at this time and it remains to
be seen if this technology will pave the way
to single-use antidotes against synthetic opi-
oids. In a similar vein, the U.S. Department
of Health and Human Services is sponsoring

Figure 4. The chemical structures of nalox-
one and morphine share many structural
similarities. However, naloxone is an antidote
whereas morphine is an opioid.

the development of a long-lasting intranasal
formulation of naloxone to circumvent the
need for multiple doses [28].

Additionally, DHS Science & Technology Di-
rectorate (DHS S&T) is working to protect
first responders at risk of exposure to harm-
ful levels of fentanils at emergency scenes.
DHS S&T partnered with Clear Scientific to
create ClearAlert—a wearable sensing de-
vice that aims to quickly alert first responders
to their level of exposure to fentanils, thus al-
lowing them to rapidly exit the toxic environ-
ment and receive medical countermeasures
necessary to prevent serious injury [29]. Ac-
cording to DHS S&T, “Experimental results
indicated successful and rapid detection
of submicrogram quantities of aerosolized
carfentanil [29].” Future development of the
device will focus on sensor performance and
operational life optimization, and field testing
and market research will be performed to
ensure the final product meets the require-
ments of the first responder community.

Conclusion

Synthetic opioids represent a unigue class
of potential chemical weapons with signif-
icant medical use. Historical evidence sug-
gests that weaponized opioids are not the



preferred agent of choice for radical states
or nations; however, Russia’s newfound de-
fiance over CWC provisions and previous
use of Kolokol-1 makes the future of chemi-
cal peace unclear. The Trump administration
and members of Congress recognize the
weaponization potential of synthetic opioids
and have taken steps to potentially classify
fentanyl as a weapon of mass destruction

[19]. In addition, China’s pledge to ban the
production of synthetic opioids will signifi-
cantly limit fentanyl distribution in under-
ground markets and hinder illicit stockpiling
by bad actors [20-21].

As DHS aims to control the flow of fentan-
yl overseas, the FDA continues to expedite
approvals for novel naloxone formulations to

combat the opioid epidemic. New technolo-
gies such as user-friendly nasal aspirators
and single-use naloxone antidotes circum-
vent the need for extensive medical training
and provide the public with direct access to
medical countermeasures that may prove
invaluable during a potential chemical attack
with synthetic opioids.
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A number of organisms secrete biological
toxins that can cause significant harm to the
human body. For example, pathogenic bac-
teria, such as methicillin-resistant Staphylo-
coccus aureus (MRSA), utilize a number of
different virulence factors to attack their host
and enhance colonization [1]. Poisonous an-
imals use their venom, which can contain a
mixture of cytolytic and neurotoxic agents, to
immobilize prey [2]. Military personnel are po-
tentially at risk of catching a difficult-to-treat
infection, being subject to envenomation, or
coming under attack from a chemical nerve
agent (e.g., sarin, tabun) while deployed—
which could significantly compromise health
and mission readiness. As such, research
and development efforts focused on devel-
oping effective and efficient countermeasure
therapeutics are of considerable interest to
the Department of Defense (DoD).

Most traditional means of toxin neutralization
work by a “lock and key” mechanism, where-
by a single therapeutic is used to counteract
the biological effect of a single target toxin
[3]. These can be highly effective in certain
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scenarios, particularly when the exact nature
of the threat is known. However, there are
many situations—combat and forward-de-
ployed environments in particular—in which
this type of approach is not practical. This
includes cases where the threat has not yet
been identified, or when there is insufficient
time to develop a treatment against an iden-
tified threat. And as many organisms secrete
multiple toxins at once, some of which mi-
crobiologists are still characterizing, the de-
velopment and fabrication of antidotes and
countermeasures can be complicated.

Developing a New Class of
Biomimetic Countermeasure
Therapeutics

A common feature of most biological toxins,
regardless of how they exert their activity, is
that they must interact with cells via their plas-
ma membrane. In the case of hemolysins,
these toxins dock onto the membrane and
physically disrupt integrity or form pores on
the surface [4]. Other toxins engage surface
receptors and are transported into the cell,
whereupon they can affect vital intracellular
processes [5]. Taking advantage of these
toxin—cell interactions, our research group at
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the Department of NanoEngineering at the
University of California San Diego developed
a new class of biomimetic countermeasure
therapeutics [6]. “Nanosponges” are gen-
erated by coating a layer of cell membrane
onto a nanopatrticulate substrate. The result-
ing nanoparticles can then act as nanoscale
decoys that are capable of attracting and
neutralizing a wide range of toxins, prevent-
ing them from destroying healthy cells.

Nanosponges differ from traditional platforms
for toxin neutralization by employing a func-
tion-driven approach that bypasses the need
to identify and characterize individual toxins
[7]. Instead of focusing on toxin structure, a
greater emphasis is placed on their natural
interactions with cells. By faithfully present-
ing cell membrane material on their surfaces,
nanosponges are inherently multi-specific,
and a single nanoparticle can protect against
a wide range of toxins. This greatly stream-
lines the development process and makes
the platform applicable to a broad array of
DoD missions and requirements, where one
formulation can be indicated against a num-
ber of different CBRN agents, infections, or
even venomous injuries. Research into bio-
mimetic toxin-absorbing nanosponges meets



the mission of DoD’s Chemical and Biologi-
cal Defense Program (CBDP), which seeks
to examine “factors which influence the be-
havior of chemicals, toxins, and pathogens
in relation to the host or target [8].” Future re-
search may also advance biomimetic hano-
sponge applications to include pre-emptive
anti-toxin vaccines for warfighters, to inocu-
late them in advance of deployment into hos-
tile environments.

Cell Membrane-Coated
Nanoparticles

Nanosponges are based on the cell mem-
brane-coated nanoparticle concept (see
Figure 1), which is part of a new wave of bio-
mimetic nanotechnologies that have become
increasingly popular over the past decade [9,
10]. By taking design inspirations from nature
and leveraging natural components, highly
functional nanoparticle platforms can be fab-
ricated without having to start from ground
zero. Cell membrane-coated nanoparticles
are made using a top-down approach that
first involves deriving the plasma membrane
from cells with a combination of mechanical
disruption and differential centrifugation. The
purified membrane material is then fused

onto the surface of nanoparticulate cores,
resulting in a characteristic core—shell struc-
ture. The coating of the membrane onto a
solid substrate helps with stabilization, pre-
venting the lipid material from fusing with oth-
er membranes. At the same time, the core
can be used to deliver functional payloads,
such as drugs and imaging agents.

Importantly, the coating process has shown
to successfully transfer membrane surface
markers from the original cells onto the fi-
nal nanoparticle formulations. For example,
CDA47 is a marker highly present on red
blood cells (RBCs) that acts as a “don’t eat
me” signal to prevent phagocytic uptake [11].
When RBC membrane is used as a coating

Figure 1. The cell membrane-coated nanoparticle. Cells are employed as a source of mem-
brane material, which contains a wide range of functional ligands. The membrane is then
fused onto nanoparticulate cores, resulting in a core-shell, cell-mimicking nanostructure
that can be used for a variety of biomedical applications [10]. (Reprinted with Permission)




Figure 2. Biomimetic nanosponges for pore-forming toxin neutralization. (a) Under normal
circumstances, hemolytic toxins such as staphylococcal a-toxin can attack RBCs and cause
lysis. When nanosponges are introduced, these nanodecoys neutralize the toxins and leave
the RBCs intact. (b) Transmission electron micrographs reveal the core-shell structure of
the nanosponges (top scale bar = 20nm; bottom scale bar = 80nm) [6]. (Reprinted with Per-

mission)

material, the resulting RBC membrane-coat-
ed nanoparticles display CD47 in a right-
side-out orientation and at the same density
as the source cells [12]. Taking advantage of
this protein’s functionality, the nanoparticles
have exhibited reduced uptake by macro-
phages compared with uncoated particles.
Similarly, comprehensive protein analysis of
nanoparticles coated with platelet membrane
has demonstrated successful functionaliza-
tion with a panel of platelet surface markers,
including those that can be leveraged for im-
mune evasion and targeted delivery [13]. In
essence, membrane-coated nanoparticles
present themselves as miniaturized versions
of the cells from which they are sourced and
exhibit many of the same functions as their
live counterparts.

As a result of their cell-mimicking properties,
membrane-coated nanoparticles have been
successfully used for a number of different
biomedical applications [9]. This includes
the nanodelivery of therapeutic and diag-
nostic agents, which benefit greatly from the
long circulation and enhanced disease site
localization afforded by the membrane func-
tionalization. Depending on the source of
the membrane material used, formulations

capable of targeting cancer, atherosclerotic
plague, and bacteria have all been reported.
When loaded with an immunostimulatory
agent, it is possible to generate an immune
response against the antigenic material on
the nanopatrticle surface, and this has been
leveraged for the design of potent antican-
cer vaccines [14]. Coating with biological
membrane is not limited to nanoparticle sub-
strates however, as nanofibers and planar
sensors have also been successfully func-
tionalized [15, 16].

Toxin Neutralization

One unique application of cell mem-
brane-coated nanoparticles is their ability
to serve as biomimetic nhanosponges for
toxin neutralization (see Figure 2) [6]. The
nanosponges work by taking advantage of
the natural interactions that exist between
biological toxins and cellular membrane.
This interaction can be nonspecific, as is
the case with some small peptide toxins like
honeybee melittin, which inserts itself into
lipid bilayers and causes membrane disrup-
tion [17]. Very often the interaction of toxins
with cell membrane is mediated by specific
surface receptors [18]. This is the case with

S. aureus a-hemolysin, which has greater
affinity to membranes with a high expres-
sion of ADAM10. Streptolysin-O, one of the
characteristic toxins for Streptococcus pyo-
genes, uses cholesterol as its receptor; the
toxin belongs to a family of cholesterol-de-
pendent cytolysins that all work by similar
mechanisms.

Due to differences in surface marker expres-
sion, biological toxins are likely to exhibit dif-
ferential affinities for different cell types. For
example, while hemolysins may prefer to at-
tack and lyse RBCs [19], bacterial endotox-
ins exert their activity through engagement
of white blood cells (WBCs) [20]. With the
nanosponge technology, this can be easily
addressed by fabricating the nanoparticles
using membrane derived from cells with
the highest affinity for the target of interest.
Using next-generation proteomic analysis, it
has been demonstrated that nanosponges
fabricated using different membrane sources
preferentially enrich varying protein subsets
from crude bacterial secretions [21].

Not only were the nanosponges able to bind
known toxins, but they also demonstrated
affinity towards proteins with functions that
have yet to be elucidated. A biomimetic “vir-
ulomics” approach employing nanosponge
enrichment could ultimately be used to identi-
fy novel virulence factors, and this may have
major implications for the future development
of new antibacterial therapies. Research and
development into new therapies may provide
the warfighter with both pre-deployment an-
tidotes and battlefield countermeasures, in-
creasing force survivability and resilience.

The function-driven approach for toxin
neutralization employed by nanosponge
technology represents one of its biggest
advantages. As suggested by the aforemen-
tioned proteomic study, it is not necessary to
know the specific identity of a toxin before
designing a nanosponge to neutralize it [21].
The only knowledge required is the type of
cell most affected by exposure to the toxin.
Because this approach does not follow a
one-to-one neutralization scheme, it is pos-
sible to leverage the numerous receptors
found on natural cell membranes to achieve
one-to-many multivalency. For example,
RBC-based nanosponges have been shown
to concurrently bind and neutralize the activ-
ity of a-hemolysin, Panton—Valentine leuko-
cidin, and y-hemolysin from S. aureus—all
at the same time [22]. With their broad neu-
tralization capabilities, nanosponges can be



applied to many types of diseases and condi-
tions, even in some cases where previously
no good solution existed.

Detoxification Applications

With the rising incidence of antibiotic resis-
tance, significant efforts have been dedicated
to finding novel means of managing bacteri-
al infections. One approach that has shown
promise is antivirulence therapy, which
seeks to disarm bacteria by neutralizing the
toxins used to promote survival and host col-
onization [23]. Given their ability to neutralize
biological toxins broadly, nanosponges have
been explored for a number of antibacterial
applications. It was demonstrated that, in a
murine model of lethal toxin challenge using
staphylococcal a-hemolysin, RBC nano-
sponges can significantly improve survival in
both protective and therapeutic scenarios [6].
The benefit of these nanosponges has also
been demonstrated using lethal challenge
with multi-toxin bacterial secretions [24],
as well as during live infection with group A
streptococcus (see Figure 3) [25].

In addition to their ability to neutralize bac-
terial toxins, nanosponges are also adept
at binding endogenous proteins with patho-
logical properties. For example, both RBC
and platelet-based nanosponges have been
used to neutralize autoimmune antibodies
in models of autoimmune hemolytic anemia
and thrombocytopenia, respectively [26, 27].
WBC nanosponges can be used to bind
proinflammatory cytokines and have shown
exceptional utility for treating chronic inflam-
matory conditions such as arthritis [28].

Additionally, with their bacterial toxin-bind-
ing capacity, WBC nanosponges can blunt
the effect of bacteria-induced sepsis, which
is associated with poor outcomes in the
clinic and is oftentimes lethal. WBC nano-
sponges could serve the dual purpose of
binding gram-negative endotoxin as well
as cytokines, thereby reducing the immune
activation that is characteristic of sepsis and
enhancing survival in a murine model of the
condition [29].

Nanosponges have potential use against
pathogens other than bacteria, including
parasites and viruses. In one work, it was
demonstrated that WBC nanosponges could
be used to bind virulence factors from protein
secretions derived from the eggs of Schis-
tosoma mansoni, one of the most common
parasites in humans [21]. More recently,

Figure 3. Nanosponges protect against group A streptococcus skin infection. (a) At three
days post-infection, mice treated with nanosponges exhibited significantly reduced lesion
sizes. (b) Histopathologic analysis of lesion biopsies showed that nanosponge-treated mice
had less necrotic tissue injury compared with vehicle-treated mice [25]. (Reprinted with Per-

mission)

WBC nanosponges derived from CD4-ex-
pressing T cells were used to bind and neu-
tralize human immunodeficiency virus (HIV)
[30]. It is well-known that HIV evolves in a
manner that ultimately outpaces the immune
system’s capacity to address it, and broadly
neutralizing antibodies against the virus are
highly sought after. The use of CD4* nano-
sponges represents a completely different
approach that relies on the natural recep-
tors the virus employs to gain cellular entry,
which may ultimately enable the nanoparti-
cles to retain their HIV-binding capabilities
over time.

Similarly, nanosponges fabricated using
mosquito cell membranes have recently
been used against Zika virus, greatly im-
proving survival in animal models of infection
[31]. This application would be of particular
benefit to DoD, since significant numbers of
personnel serve in Areas of Responsibility
where Zika, Dengue virus, and other arbovi-
ruses are common [32].

Although the majority of work using nano-
sponges has centered on toxins of biological
origin, there are also examples of the plat-
form’s application to chemical agents. In one
example, RBC nanosponges were shown to
bind and neutralize dichlorvos, a neurotoxic
organophosphate compound that covalently
binds and deactivates acetylcholinesterase
[33]. Mice treated with the nanosponges
were protected from the lethal effects of the
compound. Membrane-coated magnetic par-
ticles have also been used as tools for affin-
ity-based drug screening and identification
[34, 35]. Future research may delineate the
efficacy of biomimetic nanosponges against
weaponized chemical agent exposure or
chemical intoxication.

While the nanosponge platform has most-
ly been employed for biodetoxification to
protect against toxin exposure in therapeu-
tic and prophylactic scenarios, it has also
been used in the design of more effective
anti-toxin vaccine formulations [36]. Since
toxins that are complexed with nanospong-
es are completely neutralized, they can be
delivered back into the body in order to train
the immune system against subsequent
exposure. This method of using nanoparti-
cle-based toxin detainment for formulating
vaccines overcomes many of the challenges
associated with traditional toxoid vaccines,
which require harsh denaturation techniques
that can affect both the immunogenicity and
antigenicity of the final formulation. This
approach has been used to successfully
protect against live MRSA infection, signifi-
cantly reducing bacterial load in vaccinated
mice [37]. The generation of multiantigenic
formulations is facile and simply requires
coincubation of the nanosponges with bac-
terial secretions [22]. More recently, active
propulsion using micromotor technology has
shown to enhance intestinal delivery for elic-
iting anti-toxin titers in the mucosa [38]. The
provision of anti-toxin vaccines to warfighters
prior to active-duty service or deployment will
inoculate them against toxin exposure, with-
out encumbering them with another medical
countermeasure device or medication that
must be carried with them into the field.

Conclusion and Outlook

Cell membrane-coated nanosponges are a
new class of biomimetic nanoparticle that
can be employed in a number of different bio-
detoxification applications—many of which
are of considerable interest to the DoD. Mil-
itary forces may be supplied with anti-toxin



and anti-agent vaccines or injections prior to
deployment, or supplied with a broad-spec-
trum single-point countermeasure available
in the event of a suspected CBRN exposure.
Future developments in biomimetic nano-
sponge research may also lead to their use
in defending the public and DoD from nov-
el microbiological weapons, a threat posed
by rapid advances in bioengineering and
synthetic biology [39]. The platform func-
tions by targeting the working mechanism
of biological toxins, most of which must in-
teract with cell membrane in some fashion.
With this function-driven approach, a single
nanosponge can neutralize many toxins at
once, including those whose precise function

has not yet been elucidated. The technology
has major implications for the treatment and
prevention of biological threats, particularly
some pathogens that have traditionally been
hard to manage.

Looking forward, more work can be done
along the lines of applying nanosponges
towards envenomation or chemical intoxi-
cation. Successful translation of the platform
will also require efforts to significantly scale-
up production to clinically relevant levels.
While RBC-based nanosponges have been
the most commonly used up to this point,
other types of nanosponges, including those
based on platelets and WBCs, should excel

depending on the specific condition to be
treated. Cocktail treatments, or the use of
fusion membranes [40], could be considered
to further increase the applicability of nano-
sponges. Overall, future prospects for this
biomimetic platform are encouraging, and
continued development will enable the reali-
zation of its full potential.
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well, as we will discuss later, will remain
one of the most important factors in deter-
mining human trust. Benevolence and In-
tegrity refer to the trustor’s belief that the
trustee wants to act in the trustor’s inter-
ests and adheres to a set of principles that
the trustor finds acceptable.

Meanwhile, the trustor is largely charac-
terized by their general willingness to trust
others and the relative weight they place
on ability, benevolence, and integrity as
key factors in winning and maintaining
their trust. This propensity to trust is con-
sidered a stable characteristic of the trustor
and, importantly, mediates the relationship
between the trustee’s ABI and overall re-
lationship trust. Thus, the model empha-
sizes that individual characteristics and
personality traits have a heavy influence in
the HMT relationship.

Hoff and Bashir have developed a related
model that applies specifically to the case
of human trust in artificial systems [12].
Their model simplifies the critical deter-
minants of trust to two factors—the ability
of the system as experienced by the user
(“learned trust,” depicted in Figure 2) and
the user’s propensity to trust. They unpack
the user’s propensity into two components:
dispositional trust and situational trust.

Dispositional trust is what the user brings
to the interaction with automation, reflect-
ing his or her culture, age, gender, person-
ality, etc. As such, it varies diversely from
person to person, rendering it a difficult

concept to isolate, study, and effectively
implement into future artificial systems.
However, trends and correlations have
begun to emerge in the past decade in
ongoing research regarding characteris-
tics affecting human-machine trust. This
is especially true with the advent of spe-
cific assessment tools which measure hu-
man personality traits in relation to various
types of artificial systems [13-16].

Developers and users of technologies
should continue to support research that
aims to uncover the trends that drive in-
dividual differences in the use of artificial
systems. Further, in a military context,
commanders should ensure that oper-
ators are trained to appropriately rely on
their algorithmic counterparts, with trust
that scales with the utility and flexibility of
these systems—never blindly accepting
and complying with their outputs. Future
Al should have the ability to adapt to its
user, much like computer systems today
have user preferences. However, in the
case of Al, user preferences will be deter-
mined from machine learning that works to
maximize correct and confident output by
its individual user. This will be driven by the
aforementioned research efforts and could
manifest in the form of individualized ap-
pearance, communication mode and style,
etc., as well as advanced features such as
information about its own reliability (confi-
dence), as discussed below.

Inclusion of situational trust in Hoff and
Bashir’'s model emphasises that people’s

Figure 2. Integrated, three-layer trust model, adapted from Hoff & Bashir [12]

reliance on automation will vary according
to context. External factors, such as task
difficulty, workload, perceived risks and
benefits, organizational setting, and fram-
ing of the task can all affect trust in artificial
systems. For example, Ross conducted an
experiment that utilized decision aids in a
video-based search-and-rescue task [17].
In this study, human users were able to
adjust their reliance and trust on a single
automated decision aid based on that aid’s
actual ability. However, appropriate reliabil-
ity of a single decision aid was miscalcu-
lated when an additional decision aid was
present and produced a different outcome
(i.e., the decision aids had mixed reliability
levels). In Ross’ experiment, outcome vari-
ation due to external factors (i.e., having
another decision aid present) resulted in
a bias which significantly impacted human
trust.

Trust in automation also depends on
variable factors of the user, such as their
subject matter expertise, mood, and atten-
tional capability. For example, De Vries,
Midden, and Bouwhuis experimentally ob-
served that human participants who were
more self-confident in a mapping task used
automation less throughout the study even
though their workload would have been
lessened [18].

Hoff and Bashir’'s model provides a simi-
larly detailed analysis of how trust reflects
the perceived ability of an artificial system.
Learned trust will depend partly on a user’s
initial pre-conceptions: their expectations,
the reputation of the system and/or brand,
prior experience with a similar technol-
ogy, and their understanding of the sys-
tem. For example, Bliss, Dunn, and Fuller
assessed the impact of “hearsay” on the
reliability of an automated agent prior to in-
teraction [19]. This information inflated the
perceived accuracy of the automated aid,
which subsequently increased participants’
initial reliance on the aid over that of a
control group.

Once established, trust then changes
dynamically over the course of system
experience such that, through repeated
interactions, a new reliance strategy is
formed by the user. These interactions
depend critically on the observed per-
formance of the system [20], but human
operators are far from perfect in evaluat-
ing system performance even when clear
feedback is provided [21]. Moreover, in the



absence of feedback, human users have
been shown to weigh advice differently
based on if it agrees with them or not, re-
gardless of accuracy [22].

In addition to system performance, trust
also depends on usability features of the
system, including its appearance, ease-of-
use, communication style, transparency,
and the operator’s level of control. Dynam-
ic learned trust has been demonstrated
experimentally. For example, Metzger &
Parasuraman conducted an experiment to
see how experienced air traffic controllers
responded to an automated aircraft colli-
sion warning system [23]. In their study,
operators were first exposed to a warn-
ing system with perfect reliability, then the
automated aid became less reliable. This
change in reliability had a significantly neg-
ative effect on the user’s trust of the auto-
mated aid.

Together, these models of trust high-
light several conclusions relevant for
human-machine teaming. First, users’ reli-
ance on artificial systems varies according
to their trust in these systems: Techno-
logical developments will only provide
military advantage to the extent that they
are trusted by human operators. Second,
trust depends not only on objective system
performance, but also on the complex psy-
chology of trust that crucially includes the
users’ propensity to trust according to their
personality, prior experience, expectations,
and their current situation. Third, users will
form an initial reliance strategy that is cre-
ated even before any experience with a
particular system—biasing their trust even
before any system interaction takes place.
Thus, identifying specific aspects of dis-
positional, situational, and learned trust is
of great importance to understanding how
best to design and deploy new artificial
systems in the service of effective HMT.

Trust in Human-Machine Teaming

Our recent research explores the themes
identified above in the context of an Al de-
cision aid for visual judgment tasks that are
designed to parallel operationally-relevant
tasks (e.g., is there a military installation
in this satellite image?; is there suspicious
activity in this radar map?). For exam-
ple, while system performance remains
the most important factor in determining
human-machine trust, we observe large
individual differences in actual use and

Figure 3. Plot of individual participants depicting advisor influence and choice. There is a
strong correlation between an individual user’s preference for one advisor over the other
(y-axis values) and the relative influence of the two advisors’ advice (x-axis). However, across
individual users, there is substantial variability across users in whether this preference is
for human or algorithmic advice (evident as wide scatter in datapoints across both axes).

reliance for artificial systems. We conduct-
ed an experiment where participants were
required to complete a task with the assis-
tance of either a human or a computer ad-
visor. Even though human and computer
advice was equally accurate and present-
ed in the same format, we observed large
individual differences in advisor influence
and choice.

Figure 3 depicts one of the significant
findings from our study, showing variation
across individuals (blue circles) according
to their relative preference for choosing
computer vs. human advice (y-axis) and
being more influenced in their decision
making by computer vs. human advice
when provided (x-axis). People showed
a strong tendency to choose the advisor
they were more influenced by (datapoints
generally fall on the green regression trend
line), as one might expect, but there was a
wide and varied difference regarding which
advisor was more influential and preferred:
Some participants overwhelmingly chose
computer advice (e.g., with four people

choosing computer advice more than 90%
of the time), but others showed consistent
aversion to the artificial system (with four
others choosing it less than 30% of the
time).

This finding brings to the forefront the im-
portance of individual differences when it
comes to propensity to trust. Singh, Molloy,
& Parasuraman conducted ground-break-
ing research in identifying characteristics
that could predict future automation-use
traits [24]. They developed a psychometric
measurement tool, the Complacency-Po-
tential Rating Scale, which measures a
person’s individualized automation-in-
duced complacency. Figure 3 shows that,
all things being equal, people remain di-
verse in their preferences and usage
strategies for artificial systems. A current
focus of our research is on uncovering
the traits that drive these individual differ-
ences when it comes to artificial systems
employment—a potentially critical factor
in the effectiveness of emerging technolo-
gies. As Paul Scharre aptly stated in 2014,



“the winner...will not be who develops [the]
technology first or even who has the best
technology, but who figures out how to best
use it [25].”

A second strand of our current research
focuses on effective communication in de-
cision making involving human-machine
teams. This work focuses in particular
on communication about uncertainty and
confidence. Complex tasks are typically
characterized by uncertainty—in the infor-
mation provided, its provenance and reli-
ability, the courses of action available, etc.

When addressing these problems, it is cru-
cial to appropriately deal with uncertainty.
And when it comes to group decision mak-
ing, team members need to communicate
and integrate their uncertainty—or its con-
verse, their confidence. As we have known
for over 100 years in psychology, but are
just beginning to understand the signifi-
cance of, people’s confidence judgements
about their own decisions convey very
useful information about the reliability of
those decisions [26]. People seem exqui-
sitely sensitive to the information carried
by statements of confidence.Consistent
with this, evidence indicates that commu-
nication of confidence critically underpins
human-human trust in decision making.
Confidently expressed opinions have
more influence [27] but trust is lost if this
confidence proves to be unfounded [28].
More confident decision makers are less
receptive to advice [29] and down-weight
dissenting opinions [22].

Also, teams can make optimal decisions
that outperform the best individual decision
makers only if team members communi-
cate confidence effectively [30]. Bahrami
and colleagues used simple visual judg-
ment tasks in their work to research which
human-human communication model pro-
duced an optimal joint decision [30]. They
showed that communication about confi-
dence (which they defined as a person’s
subjective estimate of their probability of
being correct) can improve team decision
making, with the group significantly outper-
forming the best individual within the team.

In human-machine teams, communication
is predominately provided only in terms
of the answer or advice from the artificial
system to the human user. HMT may re-
main critically limited if confidence cues
are ignored or lacking. Specifically, the ab-

sence of artificial system confidence cues
may give rise to overuse or misuse of the
system through at least two distinct mech-
anisms: perceived overconfidence (of the
artificial system) and attributed sources of
uncertainty. For overconfidence, human
advice is discounted when confidence is
poorly calibrated (i.e., it correlates weakly
with objective accuracy) [28, 27]. There-
fore, if an artificial system teammate is
perceived as being confident but incorrect,
this could have a large negative impact on
human user trust and reliance. Moreover,
even though people are generally more in-
fluenced by advice that is given confidently
(as opposed to unconfidently), they are not
averse to uncertain advice. In particular,
people show greater trust when advice ac-
knowledges the uncertainty that is inherent
in many complex decision making contexts
[31, 32].

Both the communication of confidence
itself and the manner in which it is ex-
pressed matter. In another of our experi-
ments involving visual judgments with Al
decision system support, we assessed
preferences between two different comput-
er algorithms. The advisors gave equally
accurate advice, but one also communicat-
ed its confidence (e.g., a recommendation
with 75% confidence) while the other did
not (simply stating its answer). In Figure 4,
the impact of communicated confidence is
clear when it comes to advisor preference.
Participants chose the advisor that gave
them confidence information significantly
more than the advisor that did not provide
that information.

This simple study illustrates human user’s
sensitivity to subtle aspects of communi-
cation in HMT. Given that uncertainty is
inherent in many complex task domains,
implementing confidence communication
capabilities into artificial systems may
drastically impact the team building ca-
pability of human-machine teams. More
broadly, these findings illustrate that it is
crucial to understand how people interact
with each other in effective teams (and in-
deed in ineffective teams), because their
behavior in HMT contexts will reflect these
established patterns of interaction.

Conclusion
Advances in Al promise to have a trans-

formational impact on military strategy and
capability in the coming years. However,

Figure 4. Study participants favored
advisors that communicated confidence
over advisors that did not.

fulfilling this promise depends on an un-
derstanding of human psychology to opti-
mize human users’ trust and reliance on
Al systems. Thus, governments, militaries,
or other organizations who employ these
technologies would do well to ensure that
artificial systems are developed in such a
way that designing for appropriate user
trust and reliance is considered in the orig-
inal design and initial implementation of the
new technology.

Effective HMT means going beyond simply
focusing on ensuring that artificial systems
have the best performance possible. Sys-
tem design should also consider that new
technologies must incorporate principles
that support effective interactions among
human team members—particularly as the
complexity of Al systems increases such
that they come to take on more complex
roles and tasks that historically would have
been the preserve of human team mem-
bers. In the context of strategic decision
making, this means effective communica-
tion of confidence and uncertainty. Further,
producers and requestors of these technol-
ogies should also lead the way in encour-
aging continuing research in the diverse
domain of human trust.

Authors' note: This work was partially
funded by a grant from the U.S. Air Force
Office of Scientific Research, European
Office of Aerospace Research and Devel-
opment. The views expressed are those
of the authors and do not necessarily
reflect the official policy or position of the
Air Force, the DoD, or the U.S. Govern-
ment.
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Security breaches perpetrated by insiders
are a growing threat to a range of organiza-
tions, including the Department of Defense
(DoD). Securing sensitive information re-
mains of paramount concern. Through un-
lawful or unauthorized disclosure of sensitive
information, insiders are a threat to national
security and military operations [1]. The scale
of the threat was recognized in DoD Directive
5205.16, The DoD Insider Threat Program.
Issued in 2014 and revised in January 2017,
the directive defines an insider to include
any “person who has or had been granted
eligibility for access to classified informa-
tion or eligibility to hold a sensitive position.”
Activities perpetrated by insiders include
unauthorized data exfiltration, destroying or
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tampering with critical data, eavesdropping
on communications, and impersonating oth-
er users [2].

Defending against an insider threat (IT) is
challenging, as the insider’s familiarity with
the organization’s data structures and se-
curity procedures gives them a significant
advantage. As defense operations become
increasingly dependent on the use of infor-
mation technology, access to sensitive infor-
mation will increase for DoD personnel, thus
increasing the potential for insider activity.

Strategies for IT defense take a variety of
forms [2]. DoD’s Defense Personnel and Se-
curity Research Center has recognized the
need to leverage social and behavioral sci-
ence to drive a comprehensive research plan
and strategy for threat mitigation [3]. One ap-
proach is to monitor networks for anomalous
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events and unusual user behaviors, but such
events do not necessarily imply malicious
intent. In isolation, such passive indicators
make reliable detection of ITs difficult due to
a preponderance of false positives. Another
approach is to identify environmental and
personal factors that may predispose the
person to engage in insider activity [4].

For example, an employee with anti-so-
cial personality traits, such as lack of con-
science, who just incurred a large debt might
be vulnerable to an adversary’s offer to pay
for sensitive information. An obstacle to this
approach is the low base rate for malicious
insider activities. According to a Defense
Personnel and Security Research Center
2018 report, only a small fraction of people
with personality flaws and/or difficult life cir-
cumstances have the potential to be induced
to betray their country [3].



Our team of researchers at the University of
Central Florida (UCF) explored a detection
strategy that may overcome limitations of
existing methods for detecting problematic
behaviors and people. We investigated an
“Active Indicators” (Als) strategy that aimed
to provoke insiders into displaying psycho-
physiological responses indicative of their
malicious intent. Provoking the insider with a
controlled stimulus overcomes limitations of
passive monitoring for anomalous behavior.
It provides a quick real-time test that utilizes
a manageable data set instead of analyzing
user access logs, which may be a lengthy
process that slows response time to a threat.
The Al approach also eliminates the need to
make personal character judgments (which
may not be valid).

The UCF research we will discuss in this ar-
ticle created immersive simulations of sensi-
tive financial and intelligence work. Insiders
were “provoked” by opportunities to gather
information illicitly and security alerts. Their
eye movement responses were assessed
and analyzed to identify attentional and emo-
tional metrics that might be diagnostic of the
insider.

The IARPA SCITE Program

An alternative approach that complements
network activity analysis and prediction of
insider behavior has been developed by the
Intelligence Advanced Research Projects
Activity (IARPA). The Scientific Advances
to Continuous Insider Threat Evaluation
(SCITE) program [5] aimed to investigate
countermeasures based on Als—a class of
diagnostic security tool. Als are events or
stimuli that elicit diagnostic behaviors that
discriminate insiders from people perform-
ing legitimate actions. An example of an Al
would be an email sent to employees of an
organization warning of an imminent and
thorough security check of all hard drives.
Employees who suddenly delete numerous
files from their hard drive would be showing a
suspicious response—which could be used
diagnostically, triggering further investigation
of those involved.

The SCITE Al thrust supported research
at GE Global Research, Raytheon BBN
Technologies, and UCF. Researchers were
tasked with identifying Als that would pro-
duce high rates of insider detection relative
to false positives. They were also required to
test generalization of results across various
environments. The UCF team focused on Als

Figure 1. Screenshots illustrating financial (top) and espionage (bottom) environments

that might elicit diagnostic psychophysiolog-
ical responses, primarily from eye tracking,
using immersive simulations of work environ-
ments. In this article, we examine this work
and its implications.

From the Psychophysiology of
Deception to Active Indicators

The psychology and neuroscience of decep-
tion have advanced considerably from the
traditional polygraph or “lie detector test.”
Theories of deception [6, 7] recognize mul-
tiple indicators of deceptive behavior and
intent that include both emotional and cog-
nitive responses. On the emotional side, de-
ception is associated with general stress and
specific emotions, such as fear and guilt. A
polygraph detects the increased sympathet-

ic arousal associated with these responses.
On the cognitive side, deception changes
the ways in which information is processed.
People attempt to regulate their responses
to avoid detection; for example, they may be
attentive to cues that others are suspicious
of them. Deception also elevates cognitive
workload because it takes mental effort to
maintain a false narrative.

Most scientific research into deception is
based on highly-structured interrogation pro-
cedures where targets are aware that ques-
tions put to them are designed to identify
suspicious responses. However, the focus
of IT detection efforts is different. The need
is to evaluate large numbers of individuals
unobtrusively as they perform their normal
work duties, without formal questioning. Ex-



Scenario

Concept

Key Als (Financial Environment)

1. Opportunity

Insider has time-limited opportunity to | ¢
access prohibited information source [ Confederate available for contact
e Password supplied by confederate

« lllicit file access

Instruction from handler

¢ Deliver info to handler

2. Person-of-Interest

Insider covertly monitors files for infor- | «
mation on named person of interest .

Instruction from handler
File linked to person-of-interest appears
¢ Deliver folder name to handler

3. Hacking Tool

Insider uses software tool to illicitly .
access computer systems under the .
direction of an external handler » Spike in network activity resulting from hacking
e Failure in system access

e Termination of episode

Instruction from handler
First use of hacking tool

4. Accomplice

Insider works with an accomplice to il- | ¢
licitly access computer systems under |
the direction of an external handler ¢ Spike in network activity resulting from accomplice actions
¢ Failure in system access

e Termination of episode

Instruction from handler
First interaction with accomplice

Table 1. Examples of Als in four simulated scenarios

isting research provides some examples of
how research can be transitioned from for-
mal lie detection to more indirect evaluations.
For example, a study published in 2014 [8]
designed an automated screening kiosk that
tested for eye movements orienting toward
words such as “bomb” and “gun.” Our re-
search builds on such findings by integrating
Als and detection of diagnostic responses
into an ongoing workflow.

Simulation Methodology

One of the challenges for conducting con-
trolled, experimental studies of IT is the ar-
tificial nature of the laboratory environment,
in which little is at stake for the participant.
We met this challenge by designing realistic,
immersive simulations that produce psycho-
logical fidelity to real-world settings. That is,
the simulation elicits responses analogous to
those occurring in corresponding real envi-
ronments [9].

Simulations were built for two environments
vulnerable to ITs: financial work in a bank,
and analysis work for military intelligence.
In each case, participants’ main task was to
perform normal work under the direction of
an off-site supervisor, reconstructing corrupt-
ed accounts and analyzing possible terrorist
plots, respectively. Detailed scripts for inter-
acting with the supervisor were developed for
each simulation to support immersion. Figure
lillustrates the two environments. Each task
performed by participants was assigned to a

Figure 2. Target image for U.S. insider (espionage Person-of-Interest scenario)

separate window in the display. For example,
in the financial scenario, the participant uses
the dialogue box to interact with the supervi-
sor, searches for account information in file
cabinets and computer files, and interacts
with other employees via a chat window.

To motivate insider participants, we had
them play the role of an insider working for
the U.S. government embedded in a foreign
organization. In financial scenarios, partici-
pants were U.S. tax agents seeking informa-
tion on undisclosed foreign accounts held in
a Swiss bank. In espionage scenarios, par-
ticipants were U.S. agents infiltrated into a
Russian counter-terrorism intelligence unit
that was obtaining information about plots
against the United States. Depending on

the scenario, insider participants were also
required to surreptitiously perform a range of
other activities, such as opening prohibited
files and exfiltrating data to an accomplice.
Control participants performed matched ac-
tivities, such as legitimately opening protect-
ed files and communicating with personnel
outside the organization. Careful matching of
activities allowed us to attribute any psycho-
physiological response differences between
insiders and controls to insider intent rather
than to differences in tasking.

We ran eight studies, representing four dif-
ferent scenarios replicated in financial and
military intelligence environments. Table 1
provides examples of the Als built into each
scenario. In scenarios 3 and 4, we scripted



a narrative in which the insider’s activities
became progressively more risky, eliciting
warnings from the organization’s cyber-
security team. Typically, multiple Als were
presented as a sequence of events sup-
porting an illicit action. For example, in the
“Person-of-Interest” scenario (espionage
version), the insider is briefed on the identity
of a suspected terrorist and how to recognize
his presence in a building. In one instance,
the terrorist is known to travel in a distinc-
tive vehicle. The image shown in Figure 2
identifies the location of the terrorist which
the participant must relay to an outside U.S.
handler—thus, the appearance of the image
serves as an Al.

The primary response measures used for
detection of insider intent were derived from
eye tracking, based on the deception litera-
ture. Figure 3 illustrates the experimental set
up. Our eye tracker utilized an infrared light
source that illuminates the eye. A camera re-
cords the reflection of the infrared from the
whole eye, including the pupil. The sequence
of camera images is then analyzed to pro-
vide multiple eye tracking metrics.

Movements of the eye are defined by fixa-
tions (where the eye dwells on a location)
and saccades (where the eye moves rapidly
between different locations). The frequencies
and durations of fixations and saccades are
measured. The frequency of fixations on par-
ticular task windows can also be assessed,
providing an index of attention to each task
component. Eye tracking software also ana-
lyzes the diameter of the pupil, which is sen-
sitive to both cognitive workload and stress.
In order to motivate attempts to avoid detec-
tion, participants were told explicitly that their
eye movements were being monitored and
suspected insiders who were detected would
face severe penalties.

For Scenario 4, we added a thermal cam-
era to measure temperature declines in the
perinasal area of the face, which is associ-
ated with perspiration. This metric provides
an off-the-body assessment of sympathetic
activation, which is sensitive to a variety of
stress factors, including deception [10].

Key Results

Findings from the research are too numer-
ous to list in full; we have published reports
on the first two scenarios [11, 12]. Across the
different studies, we found that multiple re-
sponse measures were diagnostic of insider

Figure 3. Lab workstation showing placement of eye tracker

intent, including frequency, duration and di-
rection of eye fixations, pupil diameter, and
thermographic response. We identified three
main types of indicator:

 Strategic concealment of vigilance. The
first two scenarios required the insider
to monitor one of the task windows with-
out attracting attention from supervisors.
The Opportunity task required watching
a chat program contact list of online
associates for the appearance of an
accomplice who would supply a pass-
word. In the Person-of-Interest task,
participants monitored building images
supplied from a drone feed. Insiders
showed a pattern of shorter duration
and/or less frequent fixations on the task
window, as though they were trying to
peek at the window surreptitiously. Such
covert vigilance could be controlled con-
sciously or unconsciously. Consciously
controlled eye movements tend to have
longer durations than unconscious ones.
The insider effect tended to be stronger
for longer-duration fixations (150—900
ms)—suggesting insiders utilized a de-
liberate strategy to disguise their inter-
est in the task window, given that they
were aware of being monitored.

* Monitoring for cues to being detected.
Instructions highlighted the presence

of cybersecurity and insiders were
aware that their activities might lead to
their detection. In all four scenarios, we
found evidence that insiders showed
increased fixation on task windows
that could provide cues to detection.
In Scenarios 1 and 2, following critical
Als, insiders tended to show increased
fixation on the dialogue box that sup-
ported their conversations with their
supervisor, who periodically mentioned
security concerns. In Scenarios 3 and
4, we included additional Als suggest-
ing risk of detection, including a monitor
showing spikes in network activity and
system access errors—both of which
were elicited by the insider’s hacking
attempts. Toward the end of the task,
as security appeared to be closing in on
the insider, we found shifts in attention
to these sources of cues following Als.

Figure 4 illustrates the insider effect. The
upper panel shows fixation durations fol-
lowing three Als, as the insider begins
hacking and causes a spike on the net-
work activity monitor. The first and third
Als in the sequence elicited significantly
longer fixation durations in insiders. The
lower panel shows the distribution of
fixation durations in each group. Using
values of >230ms as an index to identi-
fy possible insiders, we accomplished a
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Figure 4. Mean fixation duration for eye movements following three Als (top) and frequency
distribution of responses to third Al (bottom), in control and insider participants

true positive rate of detection of 46% of
the insiders. Few of the controls exceed-
ed the cutoff; the false positive rate was
9%. Discrimination was imperfect, but
the difference in the two rates supports
the utility of the index.

e Stress response. On the basis of pre-
vious studies, we anticipated ele-
vated stress response in insiders. In
fact, changes in attention evidenced
in fixation data appeared to be more
effective for insider detection. Given
the limitations of laboratory studies, it
may be difficult to reproduce the lev-
els of stress which a real insider might
experience in a real-world scenario.

Nevertheless, we found a few instanc-
es of elevated stress, especially in sce-
narios 3 and 4, in which the narrative
emphasized the possibility of being de-
tected. For example, in scenario 4, ther-
mographic facial monitoring indicated
greater sympathetic arousal in insiders.

Toward Applications

The Al methodology outlined here does not
provide a magic bullet for identifying ITs in
the DoD or its contractors. Even successful
indicators do not accurately detect all ITs. As
illustrated in Figure 4, while many insiders
may respond diagnostically to a given Al,
others do not. Also, given the low base rate
for IT activity, false positives will inevitably
occur.

However, the diagnosticity of eye tracking
responses is strong enough to suggest a
place for them in countermeasures to in-
siders. As all DoD personnel with at least a
Secret clearance have access to Distribution
B-E material (over four million individuals
held security clearances as of October 2016
[13]), an immediate screening process is
needed in order to identify a smaller subset
who should be monitored or investigated for
possible IT. Use of Als, in conjunction with
other insider-detection methods [2], may
contribute to an efficient, automated screen-

ing process flagging a relatively high propor-
tion of insiders in the screened sample. Such
efforts should be conducted within a system-
atic framework for investigating, detecting,
and reacting to IT events [14].

Designing an Al-based system requires inge-
nuity and domain knowledge. For example,
if the target population is military analysts, Al
stimuli might be incorporated into the docu-
ments and images they work with. “Honeyto-
kens” [15]—digital entities of special interest
to the insider—can be utilized. Our work sug-
gests that attempts to disguise interest in the
honeytoken are more diagnostically action-
able than eye tracking indicators of interest
itself. The increasing availability of intelligent
decision aids also provides an avenue for
application. A decision aid might incorporate
monitoring for cyberattack and report such
efforts to users and their superiors. Als sug-
gesting detection of illicit activity may pro-
voke diagnostic eye movement responses.
Use of a human-like avatar for the aid might
heighten the insider’s concerns about being
detected. There is considerable scope for fu-
ture research to validate such methods.

Such methods are more workable in contexts
in which user activities can be sufficiently
structured to interpret eye tracking data. In
some cases, interfaces may be designed to
facilitate interpretation (e.g., by separating
different data sources and task windows).
Users’ awareness of being monitored is also
critical for success; they must be motivated
to disguise their attention to illicit information
sources and to monitor for security counter-
measures. Looking forward, this system can
play a key role in identifying and tracking po-
tential threats to national security from mali-
cious insiders.
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According to the Centers for Disease Control
and Prevention, burns are one of the leading
causes of nonfatal injury in the United States,
across all age ranges [1]. Thermal injuries ac-
count for approximately 10% of combat casu-
alties in the modern era [2], and these injuries
are increasingly incurred in tandem with blast
or explosion wounds [3]. For instance, burns
comprised 5% of all casualties evacuated from
Operation Iragi Freedom and Operation En-
during Freedom between April 2003 and April
2005 [3]. Due to improved combat burn care
and shorter response times, burn injury surviv-
al rates have risen since the Vietham era, but
thermal injuries from explosions are likely to
pose a continued threat to U.S. forces.

In a battlefield setting, wounded warfighters
must be triaged in order to identify the priority
of medical treatment and evacuation. Early and
close assessment of burn degree (i.e., sever-

Image Credit

ity level) informs sound decisions on the type
of treatment to be given. However, such burn
analysis can be highly subjective, and the un-
stable nature of burn wounds can further com-
plicate the decision-making process. Research
has long shown that early treatment decisions
regarding burn injuries result in shorter hospital
stays and lower rates of infection [4, 5]—un-
derlining the importance of rapid assessment.

To date, Department of Defense (DoD) enti-
ties, such as U.S. Army Medical Research and
Materiel Command and the Military Medical
Photonics Program, have sponsored research
and development in non-invasive techniques
like terahertz imaging, infrared spectroscopy;,
laser Doppler imaging, and reflectance mode
confocal microscopy [6]. However, current
methods for burn triage are mostly visual and
checklist-based [7].

To counter these challenges, we present a
novel and portable battlefield point-of-care
diagnostic system that combines two com-
plementary optical technologies, Optical Co-
herence Tomography (OCT) and Raman
Spectroscopy (RS), with a clinical decision
support system. This system can (a) prompt-
ly and accurately classify burn severity, and
(b) recommend a course of action for urgent

Photo illustration created by HDIAC and adapted from a U.S. Army photo by Joseph Wilbanks
(available for viewing at: https://www.army.mil/article/152515/innovative_treatments_offer_hope_

treatment. Applying point-of-care diagnostics to
burn injuries will provide medics or the first line
of field caregivers an essential tool for provid-
ing optimal treatment to injured warfighters [8].

Limitations of Existing
Diagnostic Techniques

An accurate assessment of burn severity (i.e.,
superficial, superficial-partial, deep-partial, or
full thickness) is crucial in determining the type
of intervention required to treat a burn victim.
A conventional method of identifying burn se-
verity is through visual perception, which is
mainly based on the total body surface area
(TBSA). Although superficial and full-thickness
types of burns are visually discernable, it can
be difficult even for experienced surgeons to
accurately distinguish superficial-partial and
deep-partial thickness burns [9, 10]. Currently,
laser Doppler imaging (LDI) is often used as
a non-invasive diagnostic tool for estimating
burn degree [11]. LDI assesses burn depth by
measuring the perfusion index (PI), defined as
the measure of microcirculatory changes in
skin obtained through Doppler shift of reflected
laser light.

Observational studies have reported a good
correlation between LDI's Pl and burn depth.

for_burn_victims) and a UtopiaCompression Corp. photo.



However, due to the influence of reactive va-
soconstriction, LDI's diagnostic accuracy is
highest when used more than 24 hours after
the onset of injury [12]. Furthermore, changes
in Pl are susceptible to conditions such as ane-
mia or infection, leading to obscure perfusion
maps. Physical barriers, such as the curvature
of tissue surface, scanning distance, and thick-
ness of topical dressings, also influence LDI's
outcomes [13, 14]. A survey study of burn
centers in the United States reported in 2014
that surgeons depended mostly on clinical ex-
amination (60%), LDI (6%), and biopsy (4%)
to estimate burn depth [12]. The study also
highlighted cost (72%), restricted availability of
access (63%), and the absence of up-to-date
evidence (35%) as the three main barriers to
incorporating new technologies [15].

Assessing Burn Severity
with a Complementary
“Bimodal” System

Definitive treatment and monitoring of a typical
burn wound requires assessment of changes
in skin thickness (i.e., the amount of skin tissue
damaged and extent of layers involved) along

with functional aspects of the underlying skin
components. Capturing structural morpholo-
gy and the chemical nature of skin tissue is of
great significance in order to effectively analyze
burn wounds. We propose a diagnostic system
that can precisely identify burn severity based
on features combined from two complementa-
ry optical techniques: OCT and RS.

OCT is an imaging technique which uses the
principle of low-coherence interferometry to
capture cross-sectional images of biological
tissues with micro resolution. This allows for the
visualization of structures up to 1-2 mm under
the surface of highly irregular, light-scattering
tissues such as skin. OCT produces a 2D im-
age known as a B-scan, which is composed of
a series of lateral A-scans. Several B-scans ac-
quired over an area enable 3D reconstruction
of the target region.

Because intensity-varied pixels in an OCT im-
age represent the amount of light scattered
from target tissue, changes in the optical prop-
erties of a target area of tissue are reflected in
the image. Birefringence is known to degrade
due to the loss of collagen caused by a burn in-

Figure 1. (a) Sample of cadaver porcine skin showing burn wounds created at 1s, 5s, 10s,
and 15s durations of time (burns created at 1s were not used in the study). (b) Histological
image of 10s burn with coagulated (short line) to total (long line) collagen ratio of less than

0.35—labeled as SPT wound.

Figure 2. (left) White light image of a SPT burn with red arrow indicating linear scan region
from left to right. (right) B-scan acquired from OCT (250 um) over the region shown in left
image. Rectangular red box in both images represents the control (normal) skin region and

the region outside it covers burn portion.

jury, thereby restricting the penetration of light.
Consequently, a converse relation between the
cross-sectional depth estimate (derived from
the OCT image) and the severity of the burn
can be evaluated [16]. Furthermore, analyzing
intensity-based textural measures may help
differentiate burn characteristics.

OCT has been effectively employed to study
different skin conditions in terms of anatomy
and physiology [17], where specific charac-
teristic features, such as the thickening of the
epidermis, signal attenuation in the dermis,
and homogenous signal distribution from OCT
scans, helped recognize skin tumors and in-
flammation [18, 19]. Other variants of OCT,
namely polarization-sensitive OCT and OCT
angiography, have also proved useful in stud-
ies for evaluating different skin abnormalities
and burns [20-22].

RS relies on the shift in wavelength of the in-
elastically scattered light (Raman shift). This
takes place when electromagnetic waves inter-
act with molecules of a given target, revealing
their chemical structures. The chemical sen-
sitivity of biomolecules (e.g., proteins, lipids,
nucleic acids) can be used to analyze their cor-
responding spectral changes. Since it is known
that constituent proteins in skin are denatured
as a result of a burn, the respective spectra
may be correlated with burn severity [23].

The utility of RS in diagnosing skin conditions
has been demonstrated in multiple studies,
where researchers have shown associated
changes in lipid molecules of the corneum
stratum layer with Raman spectra [24], distin-
guished malignant from benign skin lesions
with high sensitivity [25], and used confocal RS
to provide differential diagnoses of melanoma,
basal cell carcinoma, and other non-melano-
ma skin cancers [26, 27]. The ability of RS to
extract hydration-relevant details from skin and
heterotopic ossification due to burns highlights
the significance of employing RS to assess
burn wounds [27, 28 ].

An amalgamation of these two techniques can
produce a system that leverages the comple-
mentary capabilities of each. As such, micro-
structural details from OCT wide-field images,
along with spectral features corresponding to
biochemical specificity of underlying skin mol-
ecules, can together accurately and reliably
diagnose the severity of burns. Experiments
utilizing this RS-OCT system have already
successfully recognized cancer skin lesions
and tissues of liver, kidney, and small intestine
[29, 30].



Mean Intensity Variance Entropy Smoothness Depth [mm]
Burn type (Mean £ SD) (Y= ERSD)] (Y EEQERSD)] ((YEEQERSD)) (Mean £ SD)
Control Burn Control Burn Control Burn Control Burn Control Burn
Eg!:g'g;) 126.90 + 110.81 £ 0.48 + 0.37 % 248 + 1.86+ 0.19+ 0.12 + 0.60 + 044 +
(N=26) 7.29 6.34 0.04 0.06 0.14 0.40 0.03 0.03 0.05 0.12
Deep
partial-
thickness 12430+ | 109.18 + 0.48 + 031+ 233+ 2.09 £ 0.19+ 0.09 + 0.56 + 0.52 +
(DPT) 5.78 6.39 0.03 0.09 0.21 0.51 0.02 0.05 0.06 0.15
(N=22)
Superficial
th‘?;:tr']aezs 12641+ | 11255+ | 049+ 035+ 228+ 268+ 019+ 011+ 0.55 + 0.69 +
(SPT) 7.42 3.98 0.05 0.05 0.14 0.22 0.03 0.03 0.04 0.07
(N=28)

Table 1. Average values of features computed from OCT scans over control and burn regions for each burn type

RS-OCT-based Identification
of Burn Severity

Experimental Setup

UtopiaCompression Corporation (UC) collabo-
rated with Vanderbilt University (VU) in Nash-
ville, Tennessee, to develop a reliable burn
classification system by combining RS and
OCT optical techniques. Ex vivo experiments
on porcine skin to collect data on burn wounds
were conducted at VU, whereas UC carried
out the data processing, analysis, and devel-
opment of classification models.

As part of the study, burn wounds were inflicted
on cadaver porcine skin samples by following
a protocol set by Ponticorvo et al. [31], wherein
a soldering rod heated to 140 degrees Celsius
was used to create burn wounds for contact
durations of 5, 10, and 15 seconds. Consider-
ing the sample size criterion required for valid
statistical analysis and inference, 26 wounds
for each contact time were generated (5s:
N=26, 10s: N=26, 15s: N=26) (see Figure 1a),
and a histological test using trichrome staining
was performed to confirm burn severity.

Skin’s exposure to heat denatures its collagen
structure, resulting in coagulation that corre-
sponds with burn degree [32, 33] and contact
time. Consequently, the staining procedure,
enhancing collagen in a unique color, helps
reveal the amount of coagulation. A ratio of
coagulated collagen to total collagen thickness
was measured manually from a histological
slide using calipers, and a severity level was
assigned to each wound according to the ratio
value [31]. Burns with values (a) less than 0.35
were labeled as superficial-partial thickness
(SPT); (b) between 0.35 and 0.65 as deep-par-

Figure 3. OCT image of superficial-partial thickness burn. (top) Unprocessed image. (bottom)
Segmented image. Rectangular red boxes indicate 300-column region used for extracting
features (Depth: Control = 0.66mm, Burn = 0.58mm; Entropy: Control = 2.56, Burn = 2.27)

(Scale: 250um).

tial thickness (DPT); and (c) above 0.65 as full
thickness (FT) wounds (see Figure 1b). Thus,
based on the histology results, the final data
sample consisted of 28-SPT, 22-DPT, and 26-
FT burns.

After the burn wounds were created, each
spot was scanned under OCT and RS. Com-
mercial OCT equipment (Thorlabs, Telesto
TEL1300V2-BU) with a depth resolution of
5.5 um (in air) was used to acquire images at
0.201 seconds acquisition time and 76 kHz im-
aging speed. A single image was formed by av-
eraging 20 horizontal B-scans of 9mm length.
The scan region included a small portion of
normal skin adjacent to burnt skin, so that the
features extracted from the burnt portion could

be compared with that of normal skin (see Fig-
ure 2). The RS device used in the study was a
prototype developed by the VU team [34] that
was built using a 785nm laser source at 80mW,
a fiber optics probe (EmVision LLC, USA), 10
collection fibers (300um), and an excitation
fiber (200 um). The device was calibrated for
wavelength and intensity before scanning
the sample. The effective scanning area was
19mm2.

Normal spectra (i.e., control, before burn cre-
ation) and burn spectra (after burn creation)
were obtained four times at each spot with
an integration time of three seconds and 20
accumulations. Post-processing steps such
as noise reduction techniques and fluores-



Performance

Logistic Regression

Linear SVM

Random Forest

Measures ocT RS RS-OCT | oOCT RS RS-OCT | oCT RS RS-OCT

AUC-ROC: Class-1 0.90 0.95 0.96 0.84 0.88 091 0.92 0.96 0.98
(FT burns)

AUC-ROC: Class-2 0.80 0.87 0.89 0.64 0.82 0.85 0.76 0.90 0.89
(DPT burns)

AUC-ROC: Class-3 0.84 0.98 0.99 0.76 0.93 0.94 0.85 0.97 0.97
(SPT burns)

Average AUC-ROC (FT,
DPrand SrTbumg | 087 0.94 0.95 0.76 0.88 0.90 0.85 0.95 0.95
Overall Accuracy (%) |  67.11 80.26 86.84 68.42 84.21 86.88 69.74 81.58 78.95

Table 2. Performance measures of three selected classifiers each trained with three data sets. RS features used as input are computed relative
to control spectra (Method-I). Accuracy and average AUC-ROC values under each case are bolded.

Performance

Logistic Regression

Linear SVM

Random Forest

Measures ocT RS RS-OCT | oOCT RS RS-OCT | oCT RS RS-OCT
AUC-ROC: Class-1(FT | ) o 0.92 0.93 0.84 0.89 091 0.92 0.95 0.97
burns)
AUCROC:Class:2 | g5 0.89 0.86 0.64 0.81 0.87 0.76 0.92 0.93
(DPT burns)
AUC-ROC: Class-3 0.84 0.99 0.99 0.76 0.98 0.98 0.85 0.99 0.99
(SPT burns)
Average AUC-ROC (FT,
opTandsrTbumg | 087 0.94 0.93 0.76 0.90 0.92 0.85 0.95 0.96
Overall Accuracy (%) |  67.11 82.89 84.21 68.42 86.84 89.47 69.74 85.53 85.53

Table 3. Performance measures of three selected classifiers each trained with three data sets. Absolute RS features are used as inputs to the classifiers
(Method-Il). Accuracy and average AUC-ROC values under each case are bolded.

cence background subtraction were applied,
which primarily involved binning data to half
the spectral resolution and noise filtering with
second order Savitzky-Golay filter (window
size=2*spectral resolution), and modified poly-
nomial-fitting algorithm for auto-fluorescence
subtraction [35, 36]. The final spectra were
mean-normalized to account for any variation
in intensity.

Data Analysis and Classification

Data analysis included evaluating grayscale
images acquired from OCT and spectra
from RS. First, OCT images were processed
to segment skin region from background,
with image processing steps including con-
trast enhancement, thresholding by Otsu’s
method, maximum component determination
using flood-fill algorithm, and morphological
refinement [37]. Second, depth [16] and sta-
tistical textural features (mean, variance, en-
tropy, and smoothness) [38] were computed
for non-zero pixels of the segmented images
over two 300-column regions corresponding to
control and burn regions (see Figure 3). Aver-
ages of all computed values for different burn
types are listed in Table 1. The differences of

Figure 4. Mean normalized Raman spectra averaged across all spots for each burn type. 18
segments (bands) separated by dotted delimiters, drawn at local minima, were obtained us-
ing a peak detection algorithm. All relative features (Method 1) (N=54) were computed across
each of the 18 segments, and peak intensities in each segment are marked with colored

circles.

mean depth between control and burn regions
were statistically significant for SPT and FT
burns (p<0.01), but insignificant for DPT burns
(p=0.23). Considering burn regions, only depth
and entropy values significantly decreased
from SPT to FT (p<0.01).

The normalized Raman spectra, acquired four
times at each burn spot, were reduced to one
spectrum per spot via averaging. The spectra,

1D array, consisted of varying intensity values
at different wavenumbers; however, we used a
range between 800-1,800cm™ for computing
features relevant to skin components. For sim-
plicity in computational flow, the selected range
of wavenumbers was divided into bands using
a peak-detection algorithm by binning the wav-
enumbers between two local minima into one
band, thus resulting in 18 bands/segments for
one spot (see Figure 4).



Accounting for possible spectral artifacts, RS
features were computed relative to control
spectra (Method | — Relative RS features,
N=54/spot). Nevertheless, in real-world situ-
ations, acquiring control spectra may not be
possible; therefore, another set of features
from only burn spectra (Method Il — Absolute
RS features, N=21/spot) were computed (see
Figure 5).

In order to classify burn severity with high reli-
ability, the number of features and training data
size were the major factors used to short-list
three candidate machine learning (ML) clas-
sifiers: logistic regression (LR), linear support
vector machines (linear SVM), and random
forests (RF). Each classification model was
implemented on Waikato Environment for
Knowledge Analysis (WEKA) software (Uni-
versity of Waikato, Hamilton, New Zealand),
using tenfold cross validation. Accuracy and
area under the receiver operator characteristic
(AUC-ROC) curve were used to gauge classifi-
ers’ performance [39]. Figure 6 illustrates work-
flow of the evaluation method that we adapted
to identify the robustness of OCT and RS fea-
tures in distinguishing burns. Each of the three
classifiers was tested under two feature sets
(Method | and Method I1), and the model eval-
uation metrics were recorded (see Table 2 and
Table 3, respectively).

When the three classifiers were trained using
only OCT features, accuracy and AUC-ROC
ranging from 67—-69% and 0.76-0.85 were
measured, respectively. The classifier mod-
els performed consistently with both, relative
(accuracy: 80-84%; AUC-ROC: 0.88-0.95)
and absolute (accuracy: 83—-87%; AUC-ROC:
0.90-0.95) RS features (p>0.05). Similarly,
when combined OCT and RS features were
used to train classifiers with the two feature
sets (RS-OCT(): relative; RS-OCT(ll): abso-
lute), the classifiers’ performance measures
were not statistically different at p=0.05.

Discussion

Our primary aim through the ex vivo study was
to demonstrate the ability of an RS-OCT bi-
modal system to reliably identify the severity of
burn wounds. Toward this effort, we achieved
a streamlined analytical procedure to process
data acquired from the two modalities. We also
developed a classification model using ML al-
gorithms to identify burn severity.

The average achieved accuracy of 85% and
AUC-ROC=0.94, recorded using a combined
pool of RS and OCT features across all clas-

Figure 5. Mean normalized spectra averaged across all spots of different burn severity. Three
of the absolute features (Method Il) were computed at wavenumbers clinically relevant to
skin tissue (marked with dashed lines). Peak intensity ratios were calculated as: 943/971cm™*
(N-Ca-C/C-C proline ring), 1,300/1,268cm™ (C-H bending/Amide Ill), and 1,450/1,660cm™ (CH,

bending/ Amide | — C=0 stretch).

Figure 6. The Features Derived segment denotes all the features derived from OCT images
and Raman spectra are listed in the box. The Classification segment denotes the identifica-
tion of burn degree using three selected classifiers. Each model was trained with five sets of
features: OCT, RS (1), RS (ll), RS (I)-OCT, and RS (Il)-OCT.

sifiers, succinctly indicates the reliability of the
bimodal system. Among the three classifiers,
LR and RF (both, AUC-ROC=0.92) performed
moderately higher than linear SVM (AUC-
ROC=0.86) with all types of input features (RS,
OCT, RS-OCT). The separability measure us-
ing OCT image features was 0.83, whereas RS
features alone provided a higher measure of
0.93—thus demonstrating the significance of
the biochemical aspects of skin tissue.

Further, equivalent performance measures
observed between relative and absolute RS
features (average AUC-ROC across all classi-
fiers: RS (I) = 0.92; RS (II) = 0.93) indicate that
the features computed only from burn regions
are capable of effectively revealing details
pertaining to burn severity. As a result, mea-
sures from control regions can be disregarded,
thereby reducing computational cost. Although
RS alone classifies burn wounds with good



accuracy, OCT features cannot be excluded,
as it is evident from the repetitive appearance
of OCT features (namely, depth and entropy)
among the top 10 features picked by various
feature selection techniques on WEKA. In ad-
dition, the inelastic scattering of RS has weak
characteristic rendering it as a point-and-shoot
method, which is compensated by the ability of
OCT scans to cover a wider region. This under-
scores the value of combining the two optical
techniques.

Outlook

In future work, we aim to perform in vivo stud-
ies to account for potential influencing factors,
such as presence of blood flow, hair, occur-

rence of edema, and respiration. Additionally,
to enhance the bimodal system’s capability,
we plan to develop a unified RS-OCT probe,
where the Raman spectra will be acquired
based on the guidance provided by OCT. A
compact system will also be easy to use with-
out needing specific training or skill.

Toward this effort, effective registration and
data fusion algorithms will be developed and
current processing methods will be modified
accordingly. Furthermore, decision-level ML
algorithms, where results from individual mo-
dalities are fused to classify burns, will be ex-
plored and optimized to improve the accuracy
of the system [40]. As part of an advanced di-
agnostic system, UC also plans to include de-

cision-based intervention support sub-systems
that can provide information on the type of
treatment to be given based on burn severity.

In conclusion, satisfactory discernibility estab-
lished by the ex vivo study signifies the effec-
tiveness of the bimodal diagnostic system in
objectively identifying severity of burns and
fosters future in vivo studies. Such a system
which can efficiently discern burns, especial-
ly superficial-partial and deep-partial burns,
will be a promising diagnostic tool for medics
on the battlefield that will aid in prompt deci-
sion-making on treatment steps, thereby re-
ducing mortality rates and improving warfighter
burn injury treatment.
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Suicide is a significant and growing problem in
the United States. According to the Centers for
Disease Control and Prevention (CDC), sui-
cide is the tenth leading cause of mortality in
the U.S., accounting for almost 45,000 deaths
in 2016 [1]. Although mental health concerns
are often cited as a primary causal factor for
suicide, 52.8% of active-duty service members
or reservists who died by suicide in 2016 had
no known mental health diagnosis [2].

Suicide prevention is a primary area of focus
for the Department of Defense (DoD) and the

Photo illustration created by HDIAC and adapted from a U.S. National Guard photo by Jarod Dye
(available for viewing at: https://www.nationalguard.mil/Resources/Image-Gallery/News-Images/igphoto/2001643610/) and Adobe Stock.

Department of Veterans Affairs (VA). Previous-
ly, the suicide rate among civilians had been
higher than the military rate. It was thought that
this was due to several factors, including “a se-
lection bias for healthy recruits, employment,
purposefulness, access to healthcare and a
strong sense of belonging [3].” However, this
protective effect has eroded over the past two
decades.

As of the most recent Department of Defense
Suicide Event Report (DoDSER) in 2016, sui-
cide rates of active-duty service members are
on par with those for the U.S. general popu-
lation [4]. Veterans are at an even higher risk
of suicide than active-duty service members,
Guard members, or Reservists [5]. The vet-






stymied progress toward the reduction of sui-
cide rates.

Access to care: The app assists veterans and
active-duty service members who are not con-
nected with healthcare services. This is partic-
ularly helpful for veterans who live in remote
areas, and cannot easily access healthcare
services because of geographic or physical
constraints. Although the app does require
the use of an iOS- or Android-capable smart-
phone, figures from 2014 indicate that up to
79% of all surveyed active-duty Army person-
nel [33] and up to 90% of veterans [34] own a
smartphone. For service members who are ca-
pable of using a smartphone and who accept
the approach, they are matched with a trained
behavioral health coach who provides 24/7 in-
app messaging.

The app is built on a patient engagement mes-
saging platform that has serviced over 200,000
patient-provider exchanges to date. Behavioral
health coaches are supported by in-app Al al-
gorithms to increase engagement. Our system
utilizes proprietary algorithms to prompt the
coach on when and how to reach out to the
user to maximize engagement. This elevates
the quality of care beyond what is currently
available through crisis lines, because the
coach is more knowledgeable about how to
develop and sustain a meaningful relationship
with the user.

Stigma/aversion to help-seeking: Though both
public and self-stigma will continue to be cul-

tural barriers to accessing care in the military,
we believe that our approach has the potential
to substantially reduce such stigma: access to
care through our app is more private than what
is typically afforded through in-person medical
or psychotherapy services. Furthermore, with
trained veterans serving as behavioral health-
care coaches, military personnel will have
more confidence in shared understanding with
care providers.

Perhaps most importantly, however, the app
provides veterans or active-duty service mem-

bers the option to invite natural support net-
work members into their care circle. Through
a combination of psychoeducation, Al-directed
messaging, and direct intervention by behav-
ioral health coaches, this system seamlessly
integrates the care of supporting members into
the life of an at-risk individual. Our app is con-
sequently a very scalable healthcare solution
because a single behavioral health coach can
cover hundreds of military personnel.

Timeliness of intervention: Unlike other sys-
tems, Voi Reach does not require a veteran to
overtly ask for help, as it predicts imminent risk
using Al. This solves one of the biggest prob-
lems associated with suicide prevention. The
app uses advanced NLP to identify at-risk com-
munications within the platform, or through so-
cial media (if the user grants permission). This
NLP system is built on a specific type of super-
vised machine-learning system called genetic
programming (i.e., a computerized system that
can learn to recognize patterns associated with
a known outcome) [35].

The system was constructed by converting the
free-text records of veterans with known sui-
cide attempts into word or word-phrase data-
sets, or numerical counts of how often a given
word or phrase appeared in a patient record.
The derived models then identified the com-
bination of words that were associated with
suicide. The data were then analyzed using a
machine-learning algorithm to generate pre-
dictive models. This approach allows a remote
behavioral health coach to be aware instantly
when a service member transitions to high risk.
Furthermore, a remote coach can then send
out emergency services for an active rescue
within five minutes of the status change.

Conclusion

While many technological solutions have been
developed to address the problem, suicide
rates among active-duty service members and
veterans continue to rise. We believe this is
due primarily to an inability to stay effectively
connected to military personnel and appropri-

Figure 1. Screenshot from the Voi Reach
app.

ately monitor them for risk long-term. Unlike
other solutions, our Al-enabled app-based
approach is the first to predict imminent risk,
which then allows a behavioral health coach
to rapidly reach out to a service member af-
ter a risk status change. This is in contrast to
other approaches that require those in need of
help to ask for it—a problem that, unless we
overcome it, will inhibit any significant decline
in suicide rates. It is our hope that new, novel
applications of technology gain acceptance so
that we can move the needle on the tragic and
preventable loss of life in the military.
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Papers Model Usedt
QEP QEP-A QEP-S AOP

N 1st order model of circadian

[20] phase dynamics

N 2nd or 3rd order Kronauer

(25] [26] [28] circadian model

N high order models of circadian

[29] dynamics

1st order model of circadian
[30] \ phase dynamics with 2nd
order model of sleep dynamics

3rd order Kronauer circadian
[31] S \ model with 2nd order model of
sleep dynamics

2nd order Kronauer circadian
[27] \* | model with 2nd order model of
sleep dynamics




light signal is computed offline, and feedback
optimal lighting strategies, where the optimal
light signal is computed as a function of the cur-
rent circadian state [20]. Note that the formula-
tion of QEP ignores the dynamics of the sleep
and neurobehavioral states (s(t)). Therefore,
the resulting optimal solutions may be impracti-
cal from the sleep perspective, as they may re-
quire the subject to stay awake for an extended
period of time regardless of their sleepiness.
To address this limitation, QEP can be modified
to include the sleep dynamics. There are two
variations of the new formulation, one where
sleep is considered autonomous, and one
where sleep can be scheduled, as discussed
in the previous section.

Quickest Entrainment Problem with Auton-
omous Sleep (QEP-A): Given the dynamics
of the circadian, sleep, and neurobehavioral
states in Equations (1-4), where the switching
of the sleep dynamics is autonomous, an initial
condition x(0) = x,, s(0) = s,, and a reference
circadian state trajectory x (t), determine the
input u(t) that minimizes the entrainment time
T. Here, the entrainment time T is defined as
the earliest time such that x(T) = x (T).

Quickest Entrainment Problem with Sched-
ulable Sleep (QEP-S): Given the dynamics
of the circadian, sleep, and neurobehavioral
states in Equations (1-4), an initial condition
X(0) = x,, s(0) = s,, and a reference circadian
state trajectory x (t), determine the input u(t)
and the sleep schedule that meets the sched-
uling constraint, such that the entrainment time
T is minimized. Here, the entrainment time T
is defined as the earliest time such that x(T)

= Xref(T) .

QEP-A and QEP-S are more challenging to
solve compared to QEP because the associat-
ed systems dynamics (a) have higher orders,
and (b) is non-smooth because of the switch-
ing. Further, QEP-S is more challenging to
solve compared to QEP-A due to the fact that
QEP-S has more optimization variables and
constraints (i.e., the sleep schedule).

Nevertheless, we recently developed a func-
tional gradient descent method to solve these
problems (samples of the solutions can be
seen in Figure 2). The circadian rhythm model
used to obtain these results are the third or-
der Kronauer model [19]. The trajectories of
the two circadian oscillator states and their re-
spective references (with the subscript r) are
shown in each graph. We can observe that, as
expected, the solutions of QEP take the least
amount of entrainment time compared to those

Figure 2. Solutions of QEP (top row), QEP-A (middle row), and QEP-S (bottom row), for
various jetlag cases. All simulations are run until entrainment. Pink bands represent when
the optimal control input (lighting) is on. Red bands represent when the natural (reference)
daylight is on (assuming 16h/8h light/dark pattern). Light gray bands represent the sleep
intervals of the subject. Dark gray bands represent the sleep intervals of the reference.

of QEP-A and QEP-S. On the other hand, the
solutions of QEP-A take the longest entrain-
ment time because of the imposed constraint
due to the autonomous sleep assumption.

Another type of optimal control problems that
can be formulated and solved for this system
is the alertness optimization problem. The idea
is to have the subject be maximally alert during
a prescribed time interval, e.g., between given
T, and T,. Such a problem can be formulated
as follows.

Alertness Optimization Problem (AOP):
Given the dynamics of the circadian, sleep,
and neurobehavioral states in Equations (1-5),
an initial condition x(0) = x,, s(0) = s,, deter-
mine the input u(t) and the sleep schedule that
meets the scheduling constraint, such the min-

imum alertness A . is maximized. Here, A
is defined as

min

AOP can also be solved using a functional gra-
dient descent method [27].

Conclusion

Joint mathematical models for the circadian,
sleep, and neurobehavioral processes are im-
portant tools for addressing problems related to
the regulation of circadian rhythm, sleep, and
optimization of alertness. These problems are
related to practical DoD interests, such as the
quick(est) elimination of jetlag and optimization
of alertness in warfighters. Mathematically, they
can be formulated as optimal control problems,



for which there are solution techniques based
on the calculus of variations.

Further research into circadian rhythm activ-
ity and sleep cycle regulation may help DoD
maximize warfighter readiness and improve
the force’s overall health and resilience to the
rigors of military training and deployment.
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