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Recent advancements and interdisciplinary
convergence in chemical, biological, data,
computational, and engineering fields have
enabled creation of chem-bio agents that
are not (currently) regulated by international
signatory treaties and conventions. When
taken together, these agents can establish
significant deterrent leverage in nonkinetic
and kinetic domains.
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his article explores the

effect of the print method

and material on the
impact resistance of a custom-fit,
three-dimensional (3-D)-printed
shoulder guard for use as protective
gear by sports or tactical athletes,
such as Warfighters or police/fire/
first responders. A 3-D scan was
performed on the right shoulder of
a body opponent bag (BOB) dummy.
This scan was used to generate a
virtual shoulder guard model that
was 3-D printed via fused deposition
modeling (FDM) and stereolithography
(SLA) using multiple brands and types
of materials. Shoulder guards with
and without incorporated through-
holes were tested. A physical shoulder
model was created out of Quikrete
concrete and a ShockShield liner.
The various shoulder guards were
placed on the shoulder model, and
a drop assembly was used to impact
the guards. The impactor used was
a weighted American football helmet,
and the weight was set to match the
momentum of a National Football
League (NFL) tackle at impact.
Motion capture and ground-embedded
force plates were used to measure
impact velocity and force and validate
momentum at impact. The holed
version of the Hatchbox polylactic
acid (PLA) guard fractured at the
fifth impact, and the solid version of
the Raise3D guard fractured at the
second impact. The guards that did

not fracture were the SLA-printed
Formlabs “Durable” and “Tough” solid
guards, the Formlabs Durable holed
guard, and the Hatchbox PLA solid
guards, both with and without ethylene
vinyl acetate (EVA) foam padding.
Therefore, these are the suggested
combinations of the print method and
material for manufacture of custom-fit,

3-D-printed protective gear.

Additive manufacturing (3-D printing)
is a process that has become widely
adopted in multiple fields over the past
decade, with custom-fit protective gear
for sports or tactical athletes being one
of the most promising use cases. FDM
is one of the most common methods
of 3-D printing. It involves extruding
a polymer filament through a heated
nozzle to generate a print on a layer-
by-layer basis. Materials commonly
used for FDM printing are PLA

and acrylonitrile butadiene styrene
(ABS). Other materials used for FDM
printing are less common but include
polyethylene terephthalate glycol
(PETG), nylon, polycarbonate, and
some filaments with embedded carbon
fiber. SLA is another frequently used
print method that involves using a
light source to cure liquid resin housed
in a vat within the 3-D printer. Resin
mixtures, which tend to be proprietary,
are frequently referred to by their
advertised names such as Durable or

Tough by Formlabs.

Additive manufacturing (3-D
printing) is a process that
has become widely adopted
in multiple fields over the
past decade, with custom-fit
protective gear for sports or
tactical athletes being one of

the most promising use cases.

The ability to combine 3-D scanning
with 3-D printing provides an
additional opportunity to manufacture
devices with complex curvatures like
those needed for the human body.
Creating customized medical devices
like casts and braces via 3-D printing is
becoming more commonplace despite
technical challenges associated with
the practical logistics of manufacturing
these devices. 3-D scanning has
traditionally been constrained to
expensive handheld scanners such as
the Creaform Go!Scan20. However,
advancements in scanning capabilities
on smartphones like Apple’s Face ID
technology on their iPhones have
made scanning more accessible to large
numbers of end users. Multiple pilot
studies of the efficacy of custom-fit,
3-D-printed casts and braces have
been published in recent years [1-5].
These studies consistently showed
that the devices met or exceeded

the performance of traditional casts

and braces made from plaster or
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thermoplastics as related to injury
healing and patient comfort and

satisfaction.

Another potential application of
3-D-printed devices is in the form

of protective body-worn gear. 3-D
printing has been used for athletic
applications such as shoe soles
(although not necessarily custom),
custom-fit helmet liners, and even
soccer shin guards [6-8]. The prospect
of custom-fit protection for sports

and tactical athletes is intriguing, as it
would provide a low-profile version of
athletic equipment likely to increase
speed and maneuverability. However,
the feasibility of 3-D-printed devices
in such an extreme environment is

relatively unknown.

Several studies in the literature
examined the impact resistance of
3-D-printed devices [9-13]. These
studies evaluated the effects of
parameters like layer thickness and
infill pattern and density. However,
they only tested small prints, such as
dog bone-shaped samples, rather than
full-scale wearable equipment. There
have been no known studies to test
the effects of the print method and
material type on impact strength for a
full-scale piece of wearable protective
gear. Therefore, the objective of this
study is to test the impact resistance
of custom-fit, 3-D-printed shoulder
guards made by multiple print methods
and from multiple materials. The
hypothesis is that each shoulder guard
would break after the first impact but
before the 10th impact.

Another potential application
of 3-D-printed devices is in
the form of protective

body-worn gear.

The following methods describe the
creation of the shoulder guards, the
corresponding shoulder physical model,
and the momentum requirements
estimation. Additionally, the methods
describe the drop guide assembly and
method of impact force measurement
as well as the drop process and
subsequent impact velocity and
momentum calculation as a means

of verifying achieved momentum

requirements.

Shoulder Guard Creation

The BOB dummy was chosen as the
“test subject” for creating and testing
custom-fit, 3-D-printed shoulder
guards (Figure 1). A 3-D scan was
performed on the right shoulder of
the BOB by an in-house, iPhone-
based, 3-D scanning app. The
subsequent shoulder guard model (and
print file) was also generated with
in-house software. Two shoulder
guard models were created, both

3 mm thick, with proprietary infill
density—a solid version and a “holed”
version meant to replicate commonly
used lattice-type approaches to 3-D
printing. There were two types of
print methods used for the 3-D-print-
tested shoulder guards: (1) FDM on
a Raise3D Pro2 printer and (2) SLA
on a Formlabs Form 2 printer. Two
brands of filament were used with
FDM printing—Raise3D PLA and

Figure 1. Custom-Fit, 3-D-Printed Shoulder Guards Fitting the BOB (Source:

M. Zabala and J. Larson).
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Hatchbox PLA. There were two types
of resin used with SLA printing—
Formlabs Durable and Tough. The
same shoulder guard model was used
for each print, except for the holed
versions, which involved the same
original shoulder model file but with

through-holes.

The first round of testing was
performed on unpadded shoulder
guards (Figure 2). A second round of

testing was performed on Hatchbox

PLA shoulder guards with and without

3-mm EVA foam padding. This

included a special case that involved a

24-hour pause during the 3-D-printing

process, which occurred approximately

halfway through. This special case
was meant to replicate an accidental
stoppage midprint, such as the 3-D
printer experiencing an unexpected

and unmonitored power outage while

Fmtots

Diws
AT

printing a device with an extended

print time.

Physical Shoulder Model
Creation

It was determined that use of the BOB
dummy for impact testing was not
ideal, as the entire BOB setup would
attenuate force prior to registration
by ground-embedded force plates

over which it would be placed during
testing. Therefore, a representative
physical model of only the BOB’s
right shoulder was created. This was

accomplished by using the shoulder

scan to generate a virtual model file of

a negative shoulder mold, which was
3-D printed and filled with Quikrete
concrete and allowed to harden.

The resulting concrete shoulder was
then covered with an 8-mm-thick

ShockShield liner (similar to ballistics

Figure 2. Shoulder Guards: (Top Row, Left to Right) Formlabs Durable Solid, Durable
Holed, Tough Solid, and Tough Holed and (Bottom Row, Left to Right) Hatchbox PLA
Solid, Hatchbox PLA Holed, and Raise3D PLA Solid (Source: M. Zabala and J. Larson).

gel) to represent soft tissue. The
result of this process was a physical
representation of the BOB’s right
shoulder upon which the shoulder
guards could be positioned for impact
testing (Figure 3). In the figure, the
setup was positioned on top of a
concrete footer, which was set upon

ground-embedded force plates.

Momentum Estimation

A weighted American football helmet
was chosen as the impactor to
represent an extreme scenario during
athletic activity. Moreover, to produce
an adequate representation of impact,
an estimation was performed of the
momentum of an NFL linebacker’s
head during a maximum-speed tackle.
A 95th percentile male head mass was
considered: 5.377 kg (11.85 1bf) [14].

With an assumed tackle velocity of

Figure 3. BOB Right Shoulder
(Concrete With Overlaid ShockShield)
With a Custom-Fit, 3-D-Printed
Shoulder Guard (Source: M. Zabala
and J. Larson).
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20 mph, the resulting momentum of
the head at impact during an NFL
tackle was ~348 Ibm-fps. (Note that
this condition represented a legal
tackle, with the head upright, and
contact was made by the anterior
surface of the helmet. This condition
did not represent an illegal “targeting”
tackle where the entire body was
launched at the ball carrier and contact
was made with the crown of the

helmet.)

Preliminary tests in the Auburn
University Biomechanical Engineering
Lab provided an estimated impact
speed of ~12 mph. Therefore, to
match the momentum of an NFL
tackle, the impactor (helmet and
crossbar) weight needed to be ~19.8 Ibf.
The helmet used as the impactor for
testing was a Schutt Vengeance Pro for

adults.

Drop Guide and Impactor
Assembly and Force
Measurement

A cable-based guide assembly was built
to generate an impact velocity of
~12 mph. Two cables were anchored
in the ceiling of the 8-foot-tall lab
space and at the floor to two 8-inch x
8-inch x 16-inch concrete blocks. The
cables were routed through two eyelets
at each end of a wooden dowel that
was passed through the earholes of the
football helmet (Figure 4). This figure
shows a weighted American football
helmet with a metal rod through the
earholes. The rod has eyelets at the

ends through which guide wires pass.
Weights were added to the helmet
such that the helmet, weights, and
dowel assembly were ~19.8 Ibf. The
two concrete blocks and the concrete
footer and shoulder assembly were

all placed within the footprint of two
AMTI ground-embedded force plates
(AMTI BP400600, 2,000-Ibf capacity)
to measure peak impact force from the
impacting helmet transferred through
the guard, shoulder, and concrete
footer. A rope was routed through a
pulley mounted to the ceiling, and a
release mechanism was attached to the
end of the rope connected directly to

the helmet/dowel impactor assembly.

Drop Process

Each of the shoulder guards was
tested until the 10th impact or until
fracture. Prior to each drop, the force
plates were zeroed to account for the

weight of the two concrete blocks,

the concrete footer, and the shoulder
model (concrete and ShockShield). A

research assistant raised the impactor

assembly by pulling on the rope
(routed through the pulley). A second
research assistant located on a ladder
near the top of the drop assembly
then engaged the release mechanism
to initiate the drop. Drops were
performed 10 times or until the guard

broke, whichever came first.

Impact Velocity and
Momentum Calculation

A 10-camera Vicon motion capture
system was used to track three
retroreflectors placed with double-
sided tape on the left, right, and center
of the helmet. Impact was determined
by detecting the first z-coordinate
(height) minimum of the centroid

of all three helmet markers. The
slope of the centroid position for 15
frames prior to impact was calculated
as the “impact velocity” for each

test. Momentum was calculated as

the product of impact velocity and

impactor mass.

Figure 4. Setup for Impact Testing (Source: M. Zabala and J. Larson).
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This section details the achieved
impactor momentum, along with other
impact results such as impact force,
impact velocity, and how many trials

a guard withstood prior to breaking.
The guard impact performance is
provided in the two tables presented in

this section.

Momentum

The momentum at impact for all the
impact tests with an impactor weight

of 19.8 Ibf was a minimum of

314.9 Ibm-fps and a maximum
of 356.2 Ibm-fps. The average
momentum was 353.9 Ibm-fps, which
was only 1.7% greater than the target

momentum of 348 lbm-fps.

Print Method and Material
Type

The shoulder guard prints that
withstood impact for all 10 trials
were the Formlabs Durable — Solid,
Formlabs Durable — Holed, Formlabs
Tough - Solid, and the Hatchbox PLA
— Solid. The Formlabs Tough — Holed
guard broke on the third trial. The

Hatchbox PLA - Holed guard broke
on the fifth trial. The Raise3D PLA -
Solid guard was the only solid guard
to break; it broke on the second trial.

The results are listed in Table 1.

With and Without Padding
and Print Interruption

The shoulder guard prints that
withstood impact for all 10 trials were
the Hatchbox PLA with and without
padding. The shoulder guard that was
interrupted during the print process
for 24 hours broke on the final 10th
trial. A final reported test was added

Table 1. Results of Testing the Effects of Varying Print Methods and Materials and the Presence of Through-Holes

ooy || s fiwang | oo
Mean 1564.1 12.1 351.1
Formlabs Durable, Solid Min 1369.7 11.9 345.3 NO BREAK
Max 1830.0 12.2 353.9
Mean 1610.0 12.0 348.6
Formlabs Durable, Holed Min 1360.9 11.9 346.8 NO BREAK
Max 1795.9 12.1 351.5
Mean 1400.9 12.0 348.2
Formlabs Tough, Solid Min 1253.7 11.9 346.1 NO BREAK
Max 1716.3 12.1 350.7
Mean 1458.5 12.1 351.0
Formlabs Tough, Holed Min 1310.4 12.1 350.0 3rd Trial
Max 1602.5 12.1 351.5
Mean 1512.8 12.1 351.1
Hatchbox PLA, Solid Min 1242.2 12.0 348.4 NO BREAK
Max 1840.8 12.3 356.2
Mean 1495.3 12.1 350.9
Hatchbox PLA, Holed Min 1355.7 12.0 348.4 5th Trial
Max 1625.6 12.1 352.3
Mean 1788.8 12.1 351.9
Raise3D PLA, Solid Min 1757.4 12.1 350.0 2nd Trial
Max 1820.2 12.2 353.9
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to the process to attempt to break

the Hatchbox PLA padded shoulder
guard. The impactor weight was
increased from 19.8 Ibf to 23.8 Ibf.
Additional impacts, beyond the initial
10 at 19.8 Ibf, were conducted. The
Hatchbox PLA foam padded guard
broke on the 17th trial overall (on the
seventh with additional mass — see
Table 2 and Figure 5).

The hypothesis that the shoulder
guards would break after the first

but before the 10th impact trial was
partially confirmed. All solid shoulder
guards, except the interrupted print
and the Raise3D brand PLA, withstood
the 10 impacts. The holed version of
the Formlabs Durable shoulder guard

also withstood 10 impacts. However,
the holed versions of the Formlabs
Tough and Hatchbox PLA fractured
during the third and fifth trials,
respectively. This was not surprising,
as including holes to the shoulder
guard reduced the guard surface area
and introduced stress concentrations
at the locations of the holes. Also not
surprising was that the interrupted
print broke, albeit during the final
10th trial. This was because the
24-hour interruption likely resulted
in a compromised abutment between

the final layers prior to the pause and

the initial layer upon print reinitiation.

Had the interruption not occurred, the
two layers would have been at higher
temperatures, closer to the melting
point of PLA, and formed a higher
integrity bond. More surprising

was that the solid version of the

Raise3D PLA shoulder guard failed
at the second impact trial. Although

definitive conclusions cannot be drawn

Figure 5. Final Impact of Helmet
Weighted to 23.8 lbf Resulting in
Fracture of Guard (Hatchbox PLA Solid)
and Helmet (Source: M. Zabala and

J. Larson).

Table 2. Results of Testing of the Effects of Interrupted Printing and the Presence of Foam Padding

ALL SOLID PRINTS VALUE 'MPA&TBBO RCE Via’;ﬂ; Y “2&":/'5_'::‘;3‘ BREAK OCCURRED

Mean 1656.7 11.6 337.3

Hatchbox, No Padding Min 1559.2 11.4 330.5 NO BREAK
Max 17722 11.9 346.1
Mean 2029.4 11.8 343.8

HatCthi’e SZPI::jding B Min 1469.8 11.4 335.2 10th Trial
Max 2392.7 11.9 352.3
Mean 1749.2 11.8 343.8

Hatchbox, 3-mm EVA Foam Min 1575.3 11.4 3149 NO BREAK
Max 1854.4 12.1 351.5
Mean 2036.6 11.9 415.6

HatCthOjc’rz:::dn I\F;[Zi Foam- Min 1817.8 10.8 411.3 17th Trial*
Max 2160.9 12.1 421.6

*The helmet impactor broke on this trial, along with the guard.
L] +oiAc Journal // 2024 Erents



from this singular test, it does seem to
suggest that brand influences impact
strength of PLA, as no solid Hatchbox
PLA shoulder guards broke except
during the increased mass condition
and at the 17th overall impact (Table
2, Figure 5). It is not clear why

there seems to be a difference in
performance across brands. However,
it is reasonable to assume that various
brands of filament manufacturers
have unique subingredients and
mixture combinations for a specific
filament type like PLA that combine
to produce different material property
characteristics, including impact

strength.

The performance of the devices
impacted in this study provides
evidence to support the feasibility of
using custom-fit, 3-D-printed wearable
protective guards by both sports and
tactical athletes. The potential uses
for sports athletes include shoulder
guards, thigh pads, and knee pads

for American football, hockey, and
lacrosse players; shin guards for soccer
players; and torso pads for motocross
athletes. The potential uses for the
tactical athlete are similar—low-profile
body/torso protective gear, elbow
pads, or knee pads. All these athletes
would benefit greatly from protective
gear made specifically to their bodies
as opposed to discretely sized (small,
medium, large, etc.) commercial off-
the-shelf gear. It is likely that the
custom-fit aspect of 3-D-printed

gear would allow athletes to move

more comfortably and freely and thus

become more effective at their craft.
Moreover, the Warfighters’ ability to
increase speed and maneuverability
would improve lethality and

survivability.

The findings of this study also provide
indirect evidence to support the use
of custom-fit, 3-D-printed medical
casts, splints, and braces (manufactured
with the same methods) in settings like
austere environments, as these devices
would certainly experience mechanical
loading conditions below what was
tested. The results are subject to
several limitations. First, only two
brands of PLA and two types of resin
were tested. Second, only a single
design device was tested—a 3-mm-
thick, custom-fit right shoulder guard
for the BOB. Future tests should
include multiple designs of multiple
devices with various thicknesses. It

is probable that parts of different

sizes and contours will perform
differently. Third, only 3-mm-thick
EVA foam was used in the foam-lined
conditions. Other types of foams
with various thicknesses should also
be used in future tests [15]. Fourth,
the print orientation was consistent
for each of the printed parts. It has
been established in the literature that
print orientation affects the strength
of 3-D-printed parts [13, 16]. Also,
infill density was not tested as an
independent variable in this study.
Future studies would benefit from an
analysis of the effect of infill density

on impact strength.

The performance of the
devices impacted in this
study provides evidence to
support the feasibility of
using custom-fit, 3-D-printed
wearable protective guards
by both sports and tactical

athletes.

Another limitation is the minimal
number of tests performed. Additional
tests with large numbers of samples
and impacts, likely into the hundreds,
would provide a more thorough

assessment of impact performance.

Finally, it is important to draw
attention to the test’s design as it
relates to what is likely experienced on
the field of play due to an NFL tackle.
The results of the testing described
here included extremely high impact
forces, ~1,500 Ibf. During an actual
tackle, the tackled ball player’s body
will necessarily move with the tackler
due to impact, absorbing the contact.
However, the test setup in the lab
resulted in an immobile shoulder model
due to it being placed firmly on the
ground and struck downward by the
impactor. Therefore, the lab test more
accurately represented an NFL tackle
by driving the player into a concrete
floor. This is obviously more extreme

than what is typically experienced on
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the field of play but is potentially an
improved representation of the degree
of impact experienced by the tactical

athlete.

This study evaluated the effect of
print method (FDM vs. SLA) and
material brand (Raise3D, Hatchbox)
and type (PLA and Tough and Durable
by Formlabs) on impact resistance to
fracture. An additional variable was
also tested—a 24-hour pause in the
print process approximately halfway
through the print. Impacts were
designed to mimic an NFL tackle,
although it was determined that the
test setup was more extreme than
likely experienced on the field of play.
The results indicate that custom-fit,
3-D-printed protective gear can be
appropriate for use in high-impact
environments and for sports and
tactical athletes, even based on the
conservative testing conditions used in

this study.

The authors would like to thank Grace
Gray and Grant Hawkins for their
contributions in collecting data in the

lab as well as processing results.
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HOMELAND
DEFENSE FOR THE
FUTURE FIGHT:

Threats to “Information Advantage”
During Contested Deployments . o




ver the winter of

1990-1991, military

leaders in Washington,
D.C., identified a new threat to the
security of U.S. armed forces deployed
around the globe—pizza, i.e., delivery
pizza. An enterprising local pizzeria
owner noticed that his late-night
delivery orders to Central Intelligence
Agency Headquarters would spike
immediately before an international
conflict or to the Pentagon whenever
the U.S. Department of Defense (DoD)
was preparing to execute a major
troop movement [1, 2]. He was also
not keeping it confidential. As a
result, reporters from Time and The
Washington Post, eager for a byline on
the imminent start of the Persian Gulf
War, traded mention of his pizzerias’
offerings for information. One
prominent cable news host reportedly
concluded that from then on, the
“bottom line” for national security
journalists was clear: “always monitor

the pizzas” [3].

Whether the story of the “Pentagon
Pizza Index” was ever truly a useful
means of predicting the deployment
of American forces is somewhat
irrelevant. Rather, for DoD leadership,
the Pizza Index came to symbolize
the dawn of a new era of warfare—
one dominated by the pervasive use
of digital communication devices
and constant presence of live, real-
time global media streams [4, 5].

The challenges posed by this new

“Information Age” in the 1990s
demanded an organized and concerted
response from strategic thinkers within
the DoD. They answered, in part, by
developing new military doctrine—the
fundamental principles, ideas, methods,
and practices that guide the use of
force. New doctrinal concepts and
field manuals for both “Information
Warfare” and “Information

Operations” soon emerged [4].

Since the 1990s, the DoD and the
service branches alike have repeatedly
reviewed, codified, and revisited

what constitutes information and

what role it might play in the future
of combat [4-6]. By the late 2010s,
this perennial cycle of revision began
anew. The doctrinal concepts and
manuals on applying “informational
power” or working in the cognitive
realm had become a mere afterthought
to the military planning process—they
were either overly broad in scope

or had been written to such a level

of specificity that they were all but
indistinguishable from the technologies

that enabled them [4, 6].

In the last five years, however,
information doctrine has seen a
renaissance within the DoD, and the
U.S. Army has largely led the way. As
the Joint Force’s largest component,
and given its remit for land operations,
the Army is central to the DoD’s
strategic focus on preparing for the
possibility of conventional, large-scale
combat operations (LSCOs) against a
peer threat. It is within this backdrop
that the U.S. Army promulgated Army

In the last five years,

information doctrine has seen
a renaissance within the DoD,
and the U.S. Army has largely

led the way.

Doctrine Publication (ADP) 3-13,
Information [7], in late 2023. This
publication guides soldiers on how

to best think about the military use

of information and gives detailed
direction on how to exploit it to build
and apply combat power. It also
introduced an important new phrase to
the lexicon—information advantage (IA).
Its definition is deceptively simple: 1A
is “the use, protection, and exploitation
of information to achieve objectives
more effectively than enemies and

adversaries do” [7].

This article explores the IA concept

as it functions within the U.S. Army’s
broader operational concept—
multidomain operations (MDOs). It
explores the ways in which threat
actors might, at the outset of an
LSCO-sized conflict, use nonkinetic
and antiaccess information-based
attacks to disrupt, hinder, and degrade
U.S. efforts to generate and deploy
expeditionary military force from

the homeland—a strategy sometimes
referred to as “preclusion” (see Figure 1).

This is a critical area of study because
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Area denial reach i

Antiaccess reach

. 4

Threat capabilities used to create antiaccess and area denial reach* -
1. Political, cyberspace, diplomatic, economic, social media, and persistent intelligence,

surveillance, and reconnaissance.
Intercontinental ballistic missiles.
Long-range bombers.

Submarines and surface combatants.
Land-based missiles.

Long-range artillery.

PmpwN

*An adversary or enemy may employ
capabilities from any direction.

Figure 1. Notional Example of Threat Adversary Preclusion of U.S. Force Projection
Using NonLethal, NonKinetic Informational Means (@) to Isolate and Demoralize the
United States, Kindle Civic Instability, and Manipulate Public Opinion (Source:

U.S. Army [10]).

adversaries now possess powerful

and effective cyberspace, media, and
psychological stand-off capabilities that
threaten the Joint Force’s freedom of
action at the very outset of a military

engagement.

In the future fight, U.S. forces will
have to “fight for, defend, and fight
with information” even before a
conflict escalates into a kinetic battle
[7]. This coming challenge is further
complicated by the fact that American
force projection operations from

the homeland have never been truly
contested by adversary forces. U.S.

military leadership now sees the

contestation of future deployments

as all but inevitable, and such attacks
are expected to come primarily from
the information dimension. As DoD
strategic documents routinely point
out, the defense of traditional power
projection capabilities from nonkinetic
cyber and informational effects

may well be the deciding factor in

determining who will prevail [8, 9].

This article proceeds in three parts.
First, it traces how U.S. Army
doctrine and practice have considered
the role of information (especially
computerized knowledge-management

systems) during deployment exercises

in the 1970s-1980s and how they
enabled the “spectacular” success

of projecting U.S. forces into Saudi
Arabia during the Persian Gulf War.
For military planners, these events
underscored the fact that the DoD’s
ability to mass and deploy forces is
underpinned by its information-based
communication and logistics systems,
many of which were seen as either

inadequate or insecure.

Second, the article presents a review
of the MDO operational concept’s
core and traces how the information
dimension functions within and across
its domains in U.S. Army doctrine. It
notes that the task of achieving and
preserving IA emerged as a counter to
the nonkinetic cyber and information-
based threats developed by peer states
since the 1990s. Recognizing that
future adversary actions will target
public and private media to offer

false narratives, it also highlights

the centrality to the IA concept of

subjective perception.

Third, three avenues are explored
through which threat actors might seek
to generate harmful cognitive effects
in service members and the public to
preclude U.S. force projection. As a
recounting of a fictionalized digital
attack on a deploying soldier’s family
helps illustrate, adversaries will
conduct persistent reconnaissance and
intelligence on soldiers and their loved
ones to gain advantages; they will
exploit DoD and other information

systems to directly influence soldier

TABLE OF
CONTENTS

Volume 8 // Number1 _



action; and they will interfere with the
public to hinder or degrade U.S. Army

force projection activities.

FORCE PROJECTION
AT THE START OF THE
INFORMATION AGE

As military historians and active-duty
generals point out, the U.S. Army
undergoes a major transformation
roughly every 40 years [10, 11]. Tts
most recent overhaul began in the
1970s, partly because of Gen. Donn

A. Starry, a four-star armored cavalry
commander who took the reins of

the U.S. Army Training and Doctrine
Command (TRADOC) in 1977. Starry

arrived to find TRADOC in a phase
of considerable transition. Although
U.S. involvement in Southeast Asia
was then in the rearview mirror, the
easing of tensions in American-Soviet
relations (known as détente) had begun
to deteriorate, and the threat of Soviet
antiarmor weapons loomed large

[12]. Starry played an outsized role

in rethinking the Army’s warfighting
framework, known as “AirLand
Battle” By the mid-1980s, its tactics
had been reformed to contend with
the nonlinear battlefields of the
future—ones marked by using long-
range reconnaissance technologies and
complex, computerized command and

control (C2) systems [12, 13].

FORCE PROJECTION

Command Post Exercise
(CPX) “Nifty Nugget”

Starry’s emphasis on the role of C2
in enabling rapid maneuver and
force sustainment was an apt one,
for the general was familiar with

the baleful consequences of subpar
C2 capabilities [14]. In 1978, the
DoD convened a massive, 21-day-
long CPX that simulated a full-scale,
whole-of-government effort to project
U.S. military force into the European
theater (see Figure 2) [15, 16]. CPX
Nifty Nugget aimed to stress-test

the Pentagon’s force generation and
mobilization plans, military-civilian
coordination at the federal level,

and the DoD’s logistical information

technology (IT) systems—and stress

r
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Figure 2. U.S. Army Force Projection Operations in 2023 Extend From Bringing Personnel to a State of Readiness for War to Their
Eventual Redeployment to the Home Theater (Source: U.S. Army [18]).
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was just about all that Nifty Nugget
uncovered. The DoD was unable to
“locate” ~350,000 of the ~800,000
fictional troops that the scenario called
for, and exercise participants “could
not even agree on the meaning of the

word ‘mobilization’ ” [15, 17].

Nifty Nugget was also the first exercise
to thoroughly examine the World-
Wide Military Command and Control
System (WWMCCS), a computerized
C2 system developed in the 1960s to
coordinate and control operational
activities along the entire chain of
command. WWMCCS was found to
not be able to “walk and chew gum
at the same time” [19]. The system
posted slow response times, could
not keep up with Nifty Nugget’s
computing tempo, and suffered from
a lack of flexibility. Because its
preset deployment orders were issued
automatically, any change was likely
to hamstring multiple units for days
[19]. In one instance, an airlifting
team “received 27 validated requests
to move the same unit to 27 different

places” [15].

Operation Desert Shield

The DoD took Nifty Nugget’s
logistical failures to heart. The

Joint Chiefs of Staff created a Joint
Deployment Agency (JDA) soon
thereafter and charged it with
consolidating deployment tasks
across the department [15, 18]. To
underscore its authority to task units

from other forces, the JDA was later

elevated to combatant command status
as the U.S. Transportation Command
(USTRANSCOM). In 1990, its
information-management capabilities
played a critical role in executing
Operation Desert Shield, the largest
projection of expeditionary military
force—by any nation—since the end of
World War II [20].

In just over two months,
USTRANSCOM oversaw the
movement of more than 120,000
troops, 700 armored tanks, 1,400
fighting vehicles, and 600 artillery
pieces into the seaports and deserts
of Saudi Arabia [20]. With Iraqi
forces unable to contest U.S. force
projection tasks via stand-off attacks,
American forces embarked for the
Middle East by any means available to
them, sometimes even via chartered
commercial flights (see Figure 3).
U.S. equipment and personnel

were dispatched so rapidly—three
times the rate achieved during the

\\\\\

\\\\\

War in Vietnam [21]—that many
soldiers arrived to find insufficient
accommodations present in theater.
Some even turned to sleeping in the

open sand [20, 22].

Its hiccups notwithstanding,
Operation Desert Shield was seen

as a “spectacular” success, and
USTRANSCOM'’s synchronization of
airlift, sealift, prepositioned stocks,
and in-theater resources was hailed

as a “logistical marvel” [15]. Central

Operation Desert Shield was
seen as a “spectacular”
success, and USTRANSCOM’s
synchronization of airlift,
sealift, prepositioned stocks,
and in-theater resources was

hailed as a “logistical marvel.”

Figure 3. U.S. Marines Board a Commercial Aircraft Chartered by U.S. Military Airlift
Command at an Undisclosed Location During Operation Desert Shield, September

1990 (Source: DVIDS [23]).
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to this effort was the command’s
computerized Joint Operation Planning
and Execution System (JOPES), a
subsystem of the WWMCCS, which
had been developed specifically to
solve the transportation C2 problems
seen during CPX Nifty Nugget.
However, at the outset of operations
in 1990, many officers did not trust
JOPES. It lacked in-transit visibility
of cargo and passenger movements,
and many senior commanders opted
to bypass JOPES entirely. It was

seen as a bureaucratic tool that had
“no place in a real war” until a major
on-the-fly software overhaul—and
orders for stricter adherence to JOPES
procedures—made it an essential part

of Desert Shield’s logistical success [15].

The First Information War

It did not take the hindsight of history
for the Persian Gulf War to become
known as “the Computer War? It
was the first conflict determined by
modern technology, and it became
closely identified with American
precision-guided munitions, night-
vision goggles, and stealth aircraft
[24]. However, many strategic
analysts regarded the conflict as the
first Information War, more attuned
as they were to the contribution

made by more mundane systems

like the WWMCCS and JOPES.

They recognized that for all her
technological might, the American way
of warfare relied far more heavily on
logistical data and IT systems than it
did on “smart” bombs or stealth [24, 25].

It did not take the hindsight
of history for the Persian Gulf
War to become known as “the

Computer War.”

This reliance, however, was also
recognized as a source of vulnerability.
As one retired U.S. Air Force colonel
opined in 1992, coalition forces

had come to see information “as a
utility; ubiquitous, commonly shared,
commonly financed, uncommonly
reliable, and always available or almost
always...forgotten are those infrequent
but terrifying moments when global
finance or air traffic control networks
are halted by momentary lapses in
computer or human behavior” [25].
Adversarial militaries across the world
took similar note. In direct response
to the war’s outcome, the People’s
Liberation Army (PLA) of the People’s
Republic of China (PRC) began to
aggressively expand its capabilities in
technical reconnaissance, offensive
cyberspace operations, and warfare

in the electronic, psychological,
communications, and information
spaces [26, 27].

In 2015, the PLA established the
Strategic Support Force (SSF)

as a theater command-level
organization to centralize its assets in
“informationized” warfare. Current
PLA information doctrine calls for

it to wage warfare on an adversary’s

morale, psychology, public opinion,
legal structures, and media narratives
to “disrupt [its] military operations”—
especially during the initial stages

of a conflict [27]. For adversarial
nations, the ability of U.S. forces to
deploy to the Persian Gulf freely was
instructive. The conflict’s lesson

for the PLA was the importance of
significantly improving its counter-C2
and information warfare capabilities to
disrupt hostile deployment actions that
might target PLA forces.

The MDO framework originated in
the mid-2010s, the partial product of
Commander Gen. David G. Perkins’s
pushing for TRADOC to grapple with
the growing threat from peer states
in the cyber and space domains [28].
The 2018 National Defense Strategy’s
pronouncements that the “homeland
is no longer a sanctuary” and that

the DoD must achieve “information
superiority” over its adversaries
codified the need to develop a new

operational concept for the Army [28].

In its simplest form, MDO is built
upon a fundamental recognition
that cyber and information
technologies made “traditional
methods” of offensive action (in one
or two domains) all but obsolete
[10]. Adversary courses of action
(COAs) will instead combine effects

throughout the land, maritime, air,
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space, and cyberspace domains, as

well as strike across the physical,
information, and human dimensions of
military action (see Figure 4). (Note
that Joint and U.S. Army terminology
for MDO and IA differs in places.)
MDO functions as a type of prompt
for commanders to fully understand
and visualize the complexity of the
modern operational environment

relative to their position in it.

The Army’s conception of IA presented
in ADP 3-13 is similarly positioned.
Many of the technical tasks that fall
within its scope pertain to the DoD’s
equipment and systems: soldiers are to
protect friendly data, information, and
systems; counter adversarial efforts at
electronic or cyber surveillance; and
follow operational security practices

to conceal friendly capabilities and
intentions [7]. Even so, if ADP

3-13’s definition of information as

“data in context to which a receiver

assigns meaning” comes to find more
widespread adoption than its doctrinal
predecessors, it will be, in part,
because it stresses the practical and
subjective nature of the information
dimension [4, 5]. As one student of
doctrinal history explained, 1A will

go “to the side that possesses better
information and uses that information

more effectively” [4].

One underappreciated aspect of the
Army’s information doctrine is
recognizing that because ADP 3-13 is
freely accessible online, the document
may itself change what COAs in
information warfare our adversaries
may pursue. The PLA’s information
warfare officers in the SSF have
unquestionably studied ADP 3-13 and
are monitoring how the Army plans to
implement its guidance. The SSF has
also studied another Army doctrinal
publication, FM 3-0, Operations, and

paid close attention to its guidance

Nsssnannang

Maritime

Figure 4. Domains and Dimensions of the MDO Operational Environment as Defined
in U.S. Army Field Manual (FM) 3-0, Operations (Source: U.S. Army [10]).

on how to “conduct deployment
operations contested by a peer threat”
[10]. Central to preserving IA during
a contested deployment is maintaining
awareness that, to a considerable
extent, the chance of a surprise attack
of a previously unknown nature

approaches the inevitable [29].

Threat Courses of Action

In a fictionalized account written
in 2021 for the U.S. Army Future
Warfare Writing Program, Maj.
Timothy M. Dwyer paints a truly
chilling—and utterly plausible—tale.
Soon, all the narrator’s electronic
devices, systems, networks, and digital
accounts have been penetrated by the
PLA’s information forces [30]. On the
morning he is to deploy to Hawaii,
the internet-connected smart speaker
in his daughter’s room intones that
“your mommy, your daddy, your sister,
they will all die” After the soldier
smashes it into oblivion, he finds that
his home’s other smart devices have
been capturing indecent photos of his
family—now uploaded to their social
media accounts. His personal vehicle
will not start, and then the electricity
to his home is turned off. “I could
barely get out of my house,” the
soldier recalls [30]. “Fat lot of good
our carriers and tanks are when the

fighting was all virtual”

The initial threat from a peer state
will come in the form of cyber-based
attacks on critical infrastructure nodes

in the homeland. Hostile actors will
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seek to incapacitate energy production
networks, transportation, government
administration, and other critical
public services like water treatment
systems [31]. Threat COAs will then
use nonkinetic information attacks to
disable DoD deployment systems like
JOPES or the Defense Manpower Data
Center and to delay or stop troop and
materiel movements by disrupting

key highways, bridges, and ports (see
Figure 5) [32].

A peer threat may then turn to
information warfare tactics to
generate harmful cognitive effects

in U.S. service members and the
public at large [10]. Specifically, an
information-capable adversary will (a)
keep U.S. service members and units
under constant reconnaissance, (b)
seek to influence individual troops

to preclude their mobilization, and

(c) manipulate the public to possibly

interfere with deployment operations.

Malicious cyber activity

against component
information systems

lectromagnetic spectrum
EMS) to degrade or
damage DOD capabilities

The initial threat from a peer
state will come in the form

of cyber-based attacks on
critical infrastructure nodes in

the homeland.

Persistent Reconnaissance
and Intelligence

Most adversarial efforts to contest a
deployment will rely first on the ability
to continuously fix and track U.S.
forces. This is easier done than may
be credibly imagined. Already, the
battlefield has become “data-swept,”
littered with billions of networked
devices that continuously share
information. Like the smart speaker
of Maj. Dwyer’s story, such devices

now create more cyberspace activity

Figure 5. Example Threat Actions in the Information Dimensions (Source: GAO [33]).

than people do directly; of that activity,
an estimated 95+% of traffic remains

unencrypted [34].

Writing in the Military Review in

2020, Army Cpt. T. S. Allen argues
that we will soon “live in a world
where most movement generates

a cyberspace signature” [34]. The

use of smartphones in Ukraine

to record and share graphic clips

of progress in combat is but one
example of how media-enabled,
open-source intelligence can be used
to find and fix target locations and
identify combatants [35]. More
consequentially, as one DoD contractor
recently demonstrated, capabilities
currently exist to track smartphones in
real time, without the aid of spyware,
and to tie their data streams to discrete
individuals even if anonymized. As a
result, “smartphones can be repurposed
as sensors without [the user] even

being aware” [36].

Manipulate command
and control information
systems with the intent to
degrade decision-making

Identify deployment
timelines from changes
in DOD logistics
contractors’ activity and
ice members’ social
edia and cellphone use

EMS jamming of
communications or
GPS signals
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The defense community has long
recognized that U.S. military units
generate a considerable degree of
nonvisual signatures. While the use

of the run-logging application Strava
by troops in the Middle East in 2018
likely did not reveal any sensitive
information about U.S. bases, it stands
as a good reminder that American
units are highly “trackable, traceable,
and predictable” [37]. Similar geotagging
practices were used in 2022 to trace
the buildup of Russian infantry units
prior to their ultimate invasion of
Ukraine. Even if an American unit can
shield themselves from any signature
emissions during a deployment mission
from fort to port, just the absence of
the unit’s normal routine patterns of
life around its home installation will
alert adversaries to its intentions. As
Cpt. Allen notes, “every ‘hidden’ action
... sparks an easily monitored reaction”
(34].

Direct Influence

Persistent surveillance enables another
COA—directly influencing Warfighters
to preclude them from reporting for
duty. While Maj. Dwyer’s tale was
fiction, his story has already found at
least one analogue in the real world.
During a 2019 NATO exercise, a “red
team” of communications experts
used open-source data to spoof the
social media accounts of soldiers’
loved ones. They then “catfished”
many into leaving their posts—all for
the princely sum of about $60 [38].

Russian forces have used similar tactics

for deadly effects in Ukraine [39]. In

one scenario, the parents of a targeted
soldier will receive a text message that
their child is dead, prompting them to
call. Thus shaken, the soldier receives
a text imploring them to “retreat and

live” by heading to a marked location.

A deadly artillery strike soon follows.

The sources of soldier coercion may be
as simple as the previous example or
based on highly specific information.
In 2023, Duke University researchers
found that detailed personal data on
thousands of active-duty U.S. troops
were readily accessible through data
brokers, some via commonplace .org or
.asia domains. Health data, financial
records, and even religious affiliations
could be bought as cheaply as $0.12
per record [40]. Elsewhere, U.S.
intelligence leaders have pointed to
efforts by genomics institutes in the
PRC to tap into DNA databases of U.S.
citizens as a first step toward future
coercion [37]. In late 2023, hacks

of two high-profile, family-history,
genetic testing firms sought to extract
the identities of those with Ashkenazi
Jewish and Chinese heritage, seeking
an as-of-yet unknown but chilling

advantage over them [41].

Elsewhere, multiple active-duty

troops (and veterans) have been
radicalized through online forums

in recent years, with some of them
suborned into firing upon their
colleagues [42]. During the stress of
an LSCO deployment, the risk of prior

nonviolent but still latent radicalization

Persistent surveillance
enables another COA—directly
influencing Warfighters to
preclude them from reporting

for duty.

resulting in a call to action—or simply
of Warfighters falling prey to malign
phishing attacks—will be acute [33].
Soldier ability to maintain the highest
levels of cognitive understanding

may also suffer (see Figure 6). In
Maj. Dwyer’s story, he recounts a
scene in which the narrator hears an
unconfirmed radio report of the PLA
sinking two American carrier strike
groups (CSGs) near Guam. Properly
incredulous at first, the narrator

then hears the same news from his
father via text message before seeing
expertly simulated video footage of the
carrier group’s destruction played on
a major news outlet. His commander
concludes that he “must assume that

two CSGs were destroyed” [30].

Public Interference

As real-time information streams

have come to dominate global
media-content consumption, it has
become commonplace to say that
“contemporary wars are largely wars of
influence” or ones fought by narratives
[43]. Russian disinformation

campaigns are produced for
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had judgement applied to

making, and drive action.

Understanding is knowledge
that has been synthesized and

comprehend the situation's inner
relationships, enable decision

Under-
standing

Knowledge is information
analyzed to provide
operational implications.

Juelgzriznt
dPPIEY

Judgement is the act of forming an
opinion about something or a

|‘ situation by discerning or comparing. N~

Knowledge

Processed

Analysis is the act of analyzing and
fusing various pieces of information
to generate knowledge.

I Figure 6. Cognitive Hierarchy: How Humans Progressively Assign Meaning to Data Into Understanding (Source: U.S. Army [7]).

dissemination in large volumes and
often push grand, overarching stories
to gradually influence public opinion
[44]. Indeed, this has already been
done to great effect, stretching over
decades of time. In the 1970s and
1980s, a Russian disinformation
campaign effectively spread whispers
that the HIV/AIDS epidemic was the
secret product of U.S. government
biological research [45]. The distrust
in public health officials caused by this
still lingers today.

As social media-based information
warfare matures, however, an aperture

has opened for adversaries to deploy

targeted, specific influence campaigns
to achieve near-term objectives.
Indeed, the PLA’s SSF believes that
warfare in the cognitive dimension

is most effective when “telling partial
truths” and in small doses [46]. Doing
so helps recruit the widest possible
range of adherents and may better

spur them to action.

An emerging concern stems from
as-of-yet-unclear future uses of
artificial intelligence (AI). In 2019,
the PLA added the Al-enabled
“intelligentized” warfare to its already-
robust informationized warfare

capabilities [47]. The widespread use

by young Americans of the Chinese-
owned mobile phone app TikTok

(now notorious for its rapid spread

of propaganda), combined with the
propensity of existing chat-based,
generative-Al, large language models to
report false statements, has created an
exceptionally large information space

for public manipulation [48].

The opportunities for turning public
opinion against U.S. deployment
operations will scale with the size of
the expeditionary force mobilized.
Threat COAs may inflame antiwar
sentiments among local groups and

push them to rush military convoys
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An emerging concern stems
from as-of-yet-unclear future

uses of artificial intelligence

(Al).

in transit or to occupy naval vessels

or airframes set to embark. Indeed, a
group of protestors in November 2023
achieved just such an aim, albeit for
only a few hours [49]. They blocked
the Ready Reserve Force supply ship
MYV Cape Orlando from departing
Oakland before they were arrested and
perimeter control was restored (note
that there is no known evidence of
foreign interference or influence upon

the group).

Some aspects of the DoD’s force
projection architecture are particularly
vulnerable to this type of event. For
instance, a scholar at the Brookings
Institution estimated in 2013 that
nearly 50% of military cargo needed
in the early stages of an overseas
contingency operation would flow
through a single point—the Port of
Beaumont [32]. Outside of targeting
military installations directly, peer
adversaries are likely to stage small,
irregular attacks at major public
events like a Major League Baseball
game or the Indianapolis 500 to tie
up countless law enforcement and
National Guard assets and further
hinder the normal flow of traffic and

commerce.

Improved technology can certainly
help the DoD protect its forces and
the American public from malign
narratives from adversarial threats.
The Army Research Office is already
funding advanced research into
applying high-speed computational
servers to the task of processing large
volumes of multimodal online media
content in real time to quickly identify
and combat coordinated cognitive
attacks like those envisioned by the
PLA [50].

However, IA’s emphasis on the value
of turning data, information, and
knowledge into understanding is a
strong hint toward another solution
set. The risk of overreliance on big
data analytics may be to downplay
critical thought, adaptive expertise,
and creativity in warfare to predict
or perceive that the threat is being
fully tracked and managed [51]. At
a minimum, U.S. Warfighters might
first dust off their analog tools of
yore and refamiliarize themselves to
the chalkboards, printed maps, and
spoken-word orders that currently
remain unhackable [52]. For the
central virtue of IA rests not in the
digital realm but in the soldier—its
critical tasks are “seeing yourself”
and understanding the operational
environment “while denying the same

to your adversary” [53].
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INTRODUCTION

... the very spark that marks
us as a species ... our tool-
making, our ability to bend
[nature] to our will ... also give
us the capacity for unmatched
destruction.”

—Barack Obama [1]

L] +oiac sournal // 2024

he twentieth century

evidenced the increasing use

of state-of-the-art science
and technology (S&T) in warfare.
Included in this S&T armamentarium
were new chemical and biological
agents that could be yoked to extant
forms of S&T (e.g., aircraft, ordnance,
etc.) to facilitate delivery in kinetic
engagements [2]. Such changes in
the instruments of warfare served as
impetus for formulating international
signatory treaties and conventions (e.g.,

The Chemical Weapons Convention

[CWC] and Biological Toxins and
Weapons Convention [BTWC]) to
govern these agents’ development
and use [3]. However, recent
advancements and interdisciplinary
convergence in chemical, biological,
data, computational, and engineering
fields have enabled creation of chem-
bio agents that are not (currently)
regulated by these governances and,
when taken together, can establish

significant deterrent leverage in

nonkinetic and kinetic domains [4, 5].
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THE 5 D's OF DETERRENCE

Deterrence involves insight, planning,
development of structural and
functional resources, engagement

of personnel and services, and use

of methods and tools aimed at
influencing (in multidirectional ways)
the intent and activities of individual
and collective others. In the main,
deterrence entails and obtains five
essential domains of effect (i.e.,

the 5 D's of Deterrence), which

TABLE OF
CONTENTS

are not mutually exclusive and can
and arguably should be interactive,
complimentary, and reciprocal in both

articulation and effect as follows:

Definition of those enterprises

and efforts that can be identified as
representative foci (i.e., targets) for
deterrent influence. The nature and
extent of these targets are important
to terminating the directionality of
deterrence, i.e., by suppressing certain
elements, factors, endeavors, and

effects and/or fortifying others to

shape the trajectory and valence of

desired outcomes.

Detection of those burdens, risks,

and threats that constitute relevant
fields and forces that are to be defined,
identified, and targeted. Detection of
the targetable elements should include
both quantitative and qualitative
descriptive metrics and qualitative
metrics that describe what, why, and
how certain factors pose burden,

risk, and threat requiring deterrent

intervention. Quantitative metrics
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provide evidentiary support for the
currency and extent of burden, risk,

and threat incurred.

Determination of required tactics and
strategies of deterrent engagement.
Such methods are aimed at qualifying
and quantifying required resources,
services, and personnel necessary to
maintain a defensible status quo vs.
those variables necessary to induce
and enable protracted directional
change. In both cases, calculation of
gains and losses incurred by omission
of deterrent intervention, as well as
commission of deterrent intervention,
can and should be incorporated into
the overall relative cost projections

of fiscal, temporal, personnel

expenditures, and losses.

Disruption of relative status quo to
induce and sustain deterrent action
and effect upon identified targets.
Disruption is directional, and the
trajectory of disruptive intent and
plotting of effects should focus upon
the valent goal(s), as well as possible
off-goal effects that could occur
because of disruptive drift and/or
postdisruptive reaction by the targeted
source. It is important to recognize
and plot as best possible those
disruptive effects incurred by deterrent
intervention in the short term (within
2 to 12 months), intermediate term
(13-36 months), delayed (37-60
months), and possible long-term
(60-120 months) manifestations.
Modeling and forecasting deterrent

and disruptive effects beyond the

120-month horizon have become
difficult, if not impossible, in certain
cases because of (1) fractal diffusion

of applied deterrent interventions and
effects and (2) multifactorial reaction
and response patterns (both by the
target of deterrence and affiliated
allied and/or interactive entities within

the dynamic system affected) [5].

Diminution of risk and threat, either
by eliminating or revising threat
sources and resources, or by instituting
countering resources and variables
that redirect laws, intentions, activities,
and outcomes of the identified target
focus. Diminution of threat can be

(1) mitigative (i.e., decreasing existing
burdens and risks that pose current or
future term threat) or (2) preventive
(i.e., proactively impeding activities
that can and likely will pose risk and/
or threat). In both instances, such
diminution can involve destructive
and disruptive (i.e., restructuring)
elements and activities to eliminate or
reestablish constructs, conditions, and
contexts of effect within the target and

its zone(s) of operational influence.

DIMENSIONS OF
DETERRENT EFFECT(S)

Deterrence methods can be engaged
proactively, reactively, nonkinetically,
or kinetically based upon exigencies,
contingencies, and particular
allowances and constraints of the
engagement space and (geo-socio-

political) environment.

66

Deterrence methods can
be engaged proactively,
reactively, nonkinetically, or

kinetically.

Proactive deterrence seeks to
provide means and methods that
exert influential force upon identified
targeted burdens, risks, and threat
resources to suppress, if not eliminate,
current and ongoing development of
force strengths and capabilities that
have been identified as posing current
and/or near-term problems and/or
danger to the deterring agents (and/
or the stability and security of an

identified system/environment).

Reactive deterrence is directed
activity against an identified clear

and present burden, risk, or threat

to mitigate the extent of negative
impact, redirect current and near-
term manifestations, and/or influence
current and future conduct of same

or similar activities; it can reduce the
relative calculus of burden, risk, and/or

incurred threat.

Nonkinetic deterrence involves
influence operations to include soft
weapons (of economics, policy, law,
and/or ecological and environmental
influence) to leverage relative power in
ways relevant to exercising hegemonic

control.
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Kinetic deterrence involves the

use of military and intelligence
force, characteristically by the actual
employment of methods and tools

(i.e., as weapons) of disruption and/or
destruction in accordance with defined
parameters of hostile activity (in either

defensive or offensive postures).

CHEM-BIOSCIENCE
AND TECHNOLOGY
IN/FOR DETERRENCE
OPERATIONS: EFFECTS
AND VECTORS

During the 20th century, chemical
and biological agents have emerged as
viable elements in national deterrence
initiatives. Various chemicals, toxins,
and microbes (e.g., sarin, ricin, and
anthrax) have been considered as tools
for political and military deterrence.
The potential for chemical and
bioterrorism via the use of such agents
by states and nonstate actors poses
significant challenges to current and

near-term global security [6, 7].

Chemical and biological deterrence
obtains the following three primary

dimensional effects:

1. Fear factor - The primary aim
of using chemical and biological
agents for deterrence is to instill
fear in adversaries. The threat of
chemical or biological attacks can
make opponents reframe intentions

and actions considering (real or

perceived) burdens, risks, and
threats induced by nonkinetic or
kinetic use of such implements.
Additionally, fear(s) that a
competitor or adversary has such
agents can influence narratives,
attitudes, and actions about the
relative viability and value of
existing treaties and signatory
conventions aimed at governing
their development and use and,
in ways, foster implicit or explicit

brinksmanship in this space.

Ambiguity and uncertainty - The
mere possession of these agents, or
ambiguous statements regarding
their potential use, can create
uncertainty and deter competitors
and potential adversaries. The
fear of a recognized or unknown
chemical/biological threat can
significantly influence decision-
making processes—and resultant
political, economic, and military

postures—of opposing parties.

Economic (e.g., low cost and

high impact) - Chemical and
biological agents can be relatively
inexpensive to produce and deploy
compared to more “conventional”
weapons. Their potential to

cause widespread disruptive
effects with plausibly destructive
(ripple) manifestations and limited
investment (i.e., “costs”) and
considerable impact (i.e., “gain)
makes them attractive tools for
nonkinetic or kinetic (pro- and/or

reactive) deterrence [8-10].

These effects can be employed and
leveraged in and across several
engagement vectors and settings,

which include the following:

Nations’ dual-use research projects
and programs - The dual-use nature
of many nations’ chemical/biological
research enterprises, which can have
benevolent biomedical and more
“grey zone” if not explicitly disruptive
(and manifestly destructive) effects,
complicates international efforts to
satisfactorily surveille, assess, and
govern their development and use
[11, 12]. Such dual-use research of
concern (DURC), while defined by
extant multinational conventions,
remains somewhat problematic

to evaluate given (1) categorical
limitations of those research directions
and products currently identified

as potentially problematic and of
concern, (2) growing progress in
gene editing and synthetic biologic
methods that could render currently
“innocuous” substances and agents

as pathogenic and disruptive, and

(3) the architecture(s) and activities
of competitor nations’ industrial/
commercial efforts that remain

veiled and thus shielded by corporate
proprietary interests and protections
(13, 14].

Development and use by nonstate
actors - An increasing number

of nonstate actors are active in

this Chem-Bio and Data and
Cyberscientific and Technological
(CB-DCST) space either as
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independent entities or designated
proxies for nation-states’ operations
[10]. Nonstate actors can acquire
chemical/biological capabilities via (1)
acquisition of nation state-developed
tools and products, (2) provision/
acquisition of nation states’ methods
for developing and deploying such
agents, and/or (3) specifically dedicated
efforts of research, development,

and utilization of these agents.

These variables further complexify
international efforts at oversight and
deterrence (of such groups’ operations)
while concomitantly fortifying their

collectives’ deterrence capabilities [15].

Verifying nations’ and nonstate actor
groups’ compliance with international
treaties and conventions regarding
chemical and biological agents (e.g.,
BTWC, CWC, Declarations of Helsinki,
EU Exportation Regulations, etc.)
presents challenges of oversight and
enforcement. Access to accurate
intelligence is crucial to assessing
iterative developments in chem-bio
S&T (CBST) that pose current risk
and potential threats and effectively
deterring their use [16]. However,
relatively seamless infrastructures and
functions of trans-Pacific and Atlantic

)«

peer competitor nations’ “triple helix”
of government, academic research,
and commercial/industrial enterprises,
as fortified by their national legal
parameters, makes direct insight to
potential DURC difficult and fosters
impediments to “deep surveillance”—
absent what would constitute apparent

violations of internationally recognized

intellectual property law(s) [17, 18].

66

Verifying nations’ and
nonstate actor groups’
compliance with international
treaties and conventions
regarding chemical and
biological agents presents
challenges of oversight and

enforcement.

In light of such gaps in regulatory
oversight and governance, and as
evidenced by the COVID crisis,

there is a real risk of accidental

release of chem-bio agents leading

to unintended consequences and
significant disruption of public health,
national stability, and biosecurity,

with proximate and more distal
destructive effects in a variety of
dimensions (e.g., economic, social,
political, military) and on a range of
scales (e.g., organizational, institutional,
local, regional, national, and global)
[19-23].

importance of and need for deterrence

This risk underscores the

postures to mitigate or prevent such
trajectories of probable and possible
effect, which could be intentionally or
unintentionally incurred by competitor

groups’ activities in this space.

The use of chemical and biological
agents for political and military
deterrence operations is a complex
and contentious issue which remains
a serious concern for reasons of (1)

ongoing enterprises in this space

by peer-competitor, proxy nations,

and nonstate actors; (2) the relative
facility of research and development
(R&D) capabilities facilitated by
current innovations in gene editing,
synthetic biology, and reciprocal
engagement of data/cyber S&T;

and (3) relative opacity of extant
(international) policy, treaties, and laws
of oversight, surveillance, regulation,
and governance. Thus, the potential—
if not probability—for such methods,
tools, and products to be employed and
leveraged in nonkinetic and/or kinetic
deterrence operations is clear and
present and hence poses demonstrable
risk and threat(s) to U.S. and allied
biosecurity and biodefense. This risk
and threat become forever viable given
the capabilities conferred by using
data and computational S&T in ways
that fortify and augment research,
development, and use applications

and venues of chem-bio methods and

agents.

DATA AND CYBERSCIENCES
AND TECHNOLOGY:
MACHINE LEARNING

(ML) AND ARTIFICIAL
INTELLIGENGE (Al)

As previously noted [24, 25], big data
and cyberscientific and technological
tools and methods (e.g., ML and
iterations of Al) are force multipliers
for research, development, and use

of various types of CBST. Ongoing

progress in neurocognitive S&T has
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facilitated further development of ML/
Al via innovations in neuromorphic
computing systems’ design and
construction [26, 27]. As shown

in Figure 1, this has created an
“operationalizable omnibus” of S&T
wherein impacts are generated by

the constituent parts as fortified by a
de-siloed, force-multiplied approach
to R&D and utility in practice (i.e., a
mereoform typology) and the entirety
(i.e., a holoform typology)—as a
combinatory entity (CB-DCST).

The military domain has witnessed
significant advancements and
applications of DCST-powered
systems inclusive of data and ML/
Al-optimized analytics (if/when
coupled to aforementioned tools
and methods of CBST) to develop

“precision pathologies” capable of
maximally disruptive effects on
targeted individuals and/or groups
and the development (and increasing
use) of weaponry with varying degrees
of human-dependent and governed
independence and autonomy [28]. The
iterative superiority and deployment
of such DCST-driven capabilities can
exert significant deterrent influence
over peer-competitor/potential
adversarial nations’ nonkinetic and/
or kinetic engagement and activities
in this space (see Figure 2). In the
figure, the interactive domains and
dimensions of DC/CBST, when

taken individually or in combination,
can be utilized in (1) nonkinetic

(“soft weapon”) influence/deterrent
operations to affect economics,

biopsychosocial narratives, sentiments,

GENERATE

DC-S/T
(Big Data-
ML/AI)

FACILITATE

GENERATE

ChemBio
S/T (Inclusive
Neurocog
S/T)

FACILITATE
(Via Neuromorphic Designs)

DETERRENCE
(Capabilities & Risks)

Figure 1. Diagram of the Interaction(s) and Reciprocity of Force Multiplication of Big
Data, Cyber, and CBST (Source: J. Giordano).

Gl6

The military domain has
witnessed significant
advancements and
applications of DCST-powered
systems inclusive of data and
ML/Al-optimized analytics to
develop “precision pathologies”
capable of maximally disruptive
effects on targeted individuals

and/or groups.

and actions of targeted individuals
and groups (engaging and influencing
social and physical ecologies on
various scales and levels) and (2)
kinetic (“hard weapon”) operations,
in which disruption characteristically
involves/incurs more destructive
effect(s) by using information, cyber-
and/or chem-bio warfare. (Note
that DCST and/or CBST can be used
nonkinetically and/or kinetically

in covert, clandestine, overt, or

combinatory ways.)

TOWARD PREPAREDNESS

Considering ongoing developments in
CB-DCST, it is both reasonable and
realistic to presume and acknowledge
that current (radical levelling) and
emergent methods and tools can

and will be employed for deterrence
initiatives and operations on the 21st

century global stage. Furthermore, the
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NONKINETIC

“SOFT” Influence-Deterrent Operations
Disruption > Destruction

...... IS i
DCS/T . + Economics :---» Social

. «Ecologies -----reeeneennnnnnnit

0 - Narratives, sentiments, ‘---» Physical

: and behaviors

: KINETIC

. “HARD” Impact-Deterrent Operations
CBS/T Disruption 1 Destruction Effects

« Information warfare

« Cyber warfare
- CB warfare

Figure 2. Diagram of Interactive DCST and CBST Domains and Dimensions (Source:

J. Giordano).

multinational engagement of scientific
and technological research establishes
a basis for many states to exercise
capabilities in this sphere. Current
efforts in the CB-DCST spaces have
been described in a series of advisory
reports from the National Research
Council commissioned by the United
States Army and Defense Intelligence
Agency during the early part of the
21st century [29, 30]. These reports
offered recommendations for the
military intelligence communities to
identify and pursue CB-DCST for
operational use. Subsequent reports,
including several white papers of

the Strategic Multilayer Assessment
Branch of the Joint Staff, Pentagon
have acknowledged that CB-DCST has
high potential for present operational
use in a variety of security, intelligence,
and defense deterrent enterprises
[31-34].

Of note is the imposing possibility to

incur deterrence through “changing

minds and hearts” by altering the

will or capacity to fight and/or
idiosyncratic and collective cognitive,
emotional, and behavioral domains
using singular or combined use of CB-
DCST tools and methods [35]. Such
applications and effects include, but

would not be limited to, the following;:

1. Modifying cognitive constructs and

resultant emotions and behaviors,

2. Mitigating aggression and directing
or influencing cognitions and

emotions of affiliation or passivity,

3. Incurring disruptive effects (e.g.,
resource paucity and resultant
burden of lifestyle) and directly
incurring morbidity and/
or disability; in these ways,
neutralizing competitors’ and/
or potential opponents’ capacities
in multiple domains of social and

international engagement, and

4. Inducing indirect or direct

destructive effects, (against

infrastructures, resources, various
functions, and mortal effects against

humans, agricultural stocks, etc.).

It is important to recognize that

even nonkinetic engagement of
deterrence means and methods can

be provocative, if not contentious, as
these may be regarded as elements and
activities of biopower [36]. In this
light, it is opined that when attempting
to balance benefits, burdens, risks, and
harms of deterrence operations in the
context of nonkinetic, preemptive,
and preventative activity (defensible
under a construct of justification to
prevent war, i.e., jus contra bellum), as
well as kinetically (within operational
parameters of just war theory, i.e.,

jus ad bello/jus in bellum), any such
methods and outcomes will need to
be considered compared to those
produced by more traditional means,
inclusive of policy and warfare (with
the latter entailing consideration of
past and present availability and use
of existing armaments like explosive,
radiological, and nuclear devices and
emergent developments in CB-DCST)
[37].

Given multinational enterprises in
CB-DCST, it is naive to think that

the same trends that compelled the
development and use of these tools for
disruptive and deterrent influence will
be impeded merely by considerations
of (1) burdens and risks that might
arise as S&T advances ever farther into
frontiers of the unknown, (2) potential

harms that such advances could
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intentionally or unintentionally occur,
and (3) ethical legal and sociopolitical
issues instantiated by positive and
negative effects of implications of S&T
advances for deterrent aims and ends.
Thus, a simple precautionary principle
in which risk benefit ratios determine
the trajectory and pace of scientific
and technological advancement is not
tenable on an international level. This
is because there is real possibility—if
not probability—that competitive
nations and/or insurgent groups could
fund and clandestinely, if not covertly,
conduct research, development, test,
and evaluation (RDT&E) of such S&T
beyond the auspices and influences

of the United States and its allies’

guidelines and policies.

Instead, a process that entails some
measure of precaution together with
significant preparedness will be
required [38, 39]. Such preparedness
mandates knowledge of what
technological accomplishments can
be achieved given incentives and
resources currently available and
afforded; whether such work is being
prepared and/or conducted; what
groups are involved in such efforts;
overt and/or covert intentions and
purposes of these activities; possible
scenarios, effects, and consequences
that could arise from various levels of
scientific and technological progress
and their use; and what (deterrent)
measures can and should be taken to
counter risks and threats posed by
such progress and its effects [40, 41].
For this approach to work, surveillance

is necessary, although international

oversight and governance of novel
CB-DCST RDT&E may be difficult.
What can be governed and regulated
are those ways in which these aspects
of S&T efforts are conducted in
and employed by U.S. agencies in
conjunction and cooperation with
international (political, economic, and

military) allies.

CONSIDERATION OF
ETHICO-LEGAL AND
SOCIAL ISSUES

Ethical questions need to be
pragmatically posed and prudently
addressed in balance with the interests
of the public (i.e., national) security
and protection, as well as key elements
of global standing and global power
[42, 43]. CB-DCST can and will be
engaged to evoke outcomes relevant
to national security, intelligence, and
defense operations by countries and
nonstate entities to achieve goals

that may be contrary to the public
welfare interests of the United States
and its allies. As history has shown,

a dismissive posture that fails to
recognize and acknowledge the reality
of these risks and threats increases the
probability of susceptibility to possible,
if not probable, harm in an open

society.

In an open society, it is the
responsibility of government to protect
the polis [44]. This will necessitate
efforts to establish proactive

defensive knowledge of those S&T

capabilities and the vulnerabilities
that they exploit to recognize how
CB-DCST could be used to leverage
deterrent power and develop stances
in readiness and response to such
realities. A meaningful stance of
preparedness requires rigorous analysis
and addressing of the technical

and ethical, legal, and social issues
that the use, nonuse, or misuse of
CB-DCST generate. Guidelines

and policies must be informed and
formulated by realistic appraisal and
addressing of each and all these issues
consistent with core precepts of other
international deliberations upon using
various S&T implements in deterrent
military and intelligence operations.
Such consideration would need to
evaluate those ways that S&T should
or should not be studied, developed,
and employed. Key questions include
whether the use of certain CB-DCST
approaches incurs greater or lesser
risks and harms than other methods
of deterrent operations and if—and
what—limits should be applied to

any possible development and use of
such S&T in current and near-term

deterrence initiatives [45].

YISV S /00910004500 00900 00400000000 00000 0004
CONCLUSIONS

The development and employment of
CB-DCST in agendas of influence and
deterrence are a certainty on the 21st
century global stage. Undoubtedly,
such S&T can influence the norms and
conduct of multinational interactions,

competition, and conflict. The future

TABLE OF
CONTENTS

Volume 8 // Number1 m



engagement space will depend not only
upon achieving S&T dominance but of
establishing national and international
resources necessary to exercise
intelligence surveillance, oversight, and
engagement of discourse and dialectic
toward establishing international

policy and law.

Currently, the development and

use of such S&T are somewhat
underregulated and not included

in dual-use export safeguards, thus
making effective oversight of potential
dual-use research of concern difficult.
This combination of “blank slate”

and “unknown terrain” dimensions
creates additional difficulties in
realistic biosecurity forecasting and
preparedness. It is important to
acknowledge that the rapidity of
advances in these fields often outpaces
securitization. Thus, efforts to more
accurately define, detect, and direct
deterrent capabilities of CB-DCST can
and should be rightly viewed as a clear

and present exigency. m
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INTRODUCTION

he United States is facing

an unprecedented set of

challenges to our national
interests. In the coming years,
threat nations will have weaponized
all instruments of national power
(economic, diplomatic, informational,
and military) to undermine the ability
of the United States, its allies, and
partners to project power to protect
their vital interests during all phases of
the conflict continuum (competition,
crisis, armed conflict, and return to

competition), as shown in Figure 1.

Threat capabilities will lead to an
unstructured international environment

where the lines between conflict and

The Multi-Domain Army gains
relative capability and
positional advantages to
support joint and political

peace are blurred. Threat nations will
leverage technological advances that
have enabled the integration of space,
cyber, information, and electronic
warfare (EW) capabilities to shape

the conflict continuum environment
to attempt to thwart American

power projection capabilities during
transition from competition to armed

conflict.

There is an urgent need for
transformational change in how the
United States exercises its national
power capabilities and counters

those of threat nations to meet these
emerging challenges, particularly how
they support the military instrument
of national power during transition
to armed conflict. The protection of

critical infrastructure (CI) is now and

The Multi-Domain Army
provides a range of response

options to deescalate or shape
the first battles.
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Threat capabilities will lead to
an unstructured international
environment where the lines
between conflict and peace

are blurred.

will become even more important to
ensure projection of military power

capabilities.

Cl

Protection of CI is an essential
function of the Department of

Homeland Security. CI includes

The Multi-Domain Army
enables Joint Force maneuver,
consolidates gains in all
domains, and WINS - from IW
to LSCO.

objectives.

Set the Theater —-— Project and Protect the Joint Force ---—- Sustain the Fight

Competition

Expand the Landpower Network

+ Engageand Train = _ = =

* Equip and Enable

+ Advise and Assist
Demonstrate Capabilities

+ Assured Power Projection

* Dynamic Force Employment
Develop New Capabilities

* Organizations

+  Materiel

« Talent (Soldiers)

...increase speed a

Crisis

*Maintain Contact in All Domains
*Hold Adversary Interests at Risk
*Impose Costs on Malign Actions
*Enhance Assurance

*Persist Inside Adversary A2/AD
sFacilitate Transition to Conflict

y at speediand scale

I Figure 1. Conflict Continuum (Source:

U.S. Army Training and Doctrine Command [TRADOC] [1]).
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“assets, systems, and networks,
whether physical or virtual, that are
considered so vital to the United States
that their incapacitation or destruction
would have a debilitating effect on
security, national economic security,
national public health or safety, or

any combination thereof” [2]. The
Cybersecurity and Infrastructure
Security Agency (CISA) indicates that
there are 16 CI sectors, identified as

the following [2]:

1. Agriculture and Food

2. Chemical and Hazardous Materials

Industry
3. Defense Industrial Base
4. Government Facilities

5. Nuclear Reactors, Materials, and
Waste

6. Communications

7. Financial

8. Critical Manufacturing

9. Emergency Services

10. Information Technology

11. Transportation

12. Commercial Facilities

13. Dams

14. Energy

15. Healthcare and Public Health

16. Water and Water Treatment
Systems

Protection of CI has become
increasingly relevant for the U.S.
Department of Defense (DoD) in its
ability to project power across the

competition continuum, including

competition, crisis, conflict, and return
to competition, as the homeland is no

longer viewed as a sanctuary [3].

MULTIDOMAIN
OPERATIONS (MDQs)

Historically, the United States has
engaged in military conflict outside
the continental United States. In the
past, the advantage of geography has
provided a sanctuary from which the
country has had the ability to project
power from with little opposition.
Because of emerging threat capabilities,
the U.S. military can no longer view
the continental United States as a
sanctuary because the likelihood of

a threat nation, as well as nonstate
actors, disrupting and/or delaying
our power projection capabilities
through direct and asymmetric means
is becoming more assured. Power
projection, as defined by different
versions of Joint Publication (JP)
3-35, is “the ability of a nation to
apply all or some of its elements of
national power - political, economic,
informational, or military - to rapidly
and effectively deploy and sustain
forces in and from multiple dispersed
locations to respond to crises, to
contribute to deterrence, and to

enhance regional stability” [4].

In the Joint Operating Environment
2035: “The Joint Force in a Contested
and Disordered World,” dated 14 July
2016, it states, “For the foreseeable

future, U.S. national interests will

face challenges from both persistent
disorder and states contesting
international norms...” [5]. As the
Joint Force responds to adversaries
contesting international norms in
either competition or armed conflict, it
will conduct operations in an emerging
operational environment shaped

by the following four interrelated

characteristics:

1. Adversaries are contesting all
domains, the electromagnetic
spectrum (EMS), and the
information environment. U.S.

dominance is not assured.

2. Smaller armies fight on an
expanded battlefield that is

increasingly lethal and hyperactive.

3. Nation states have more
difficulty in imposing their will
within a politically, culturally,
technologically, and strategically

complex environment.

4. Near-peer states more readily
compete below armed conflict,
making deterrence more

challenging.
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Protection of Cl has become
increasingly relevant for the
U.S. Department of Defense
(DoD) in its ability to project
power across the competition

continuum.
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These characteristics allow adversaries,
particularly near-peer threats

like China and Russia, to expand

the battlefield in time (a blurred
distinction between peace and war),

in domains (space and cyberspace),
and in geography (now extended

into the homeland) to create tactical,

operational, and strategic standoff.

The MDO concept, depicted in
Figure 2, considers operations in
seven domains (space, cyber, air,
land, maritime, information, and
EMS) across seven MDO framework
spaces (Strategic Support Area [SSA],
Operational Support Area, Tactical
Support Area, Close Area, Deep

Maneuver Area, Operational Deep
Fires Area, and Strategic Deep Fires
Area). The homeland is part of the
SSA. Each of the spaces contributes
to the ability of military forces to

successfully complete operations.

SUPPORT AREAS

Collectively, these areas represent
that space in which the Joint Force
seeks to retain maximum freedom
of action, speed, and agility and
counter the enemy’s multidomain
efforts to attack friendly forces,
infrastructure, and populations. The

nature of these threats varies with

the adversary; although with current
technology, virtually all adversaries
will have reached into the homeland
(e.g., through cyberspace, information
warfare [TW], agents, sympathizers,
and space), even if only by using
social media to undermine public
support and encourage “lone-wolf
attacks” The reach of regional powers
is also growing, and the most potent
adversaries already possess multiple
advanced cyberspace, space, and
physical capabilities (air, naval, special
operations, and/or missile forces) that
can always contest the friendly rear
areas. Though enemy capabilities will
vary with the situation, a common

requirement will be the need to ensure

t - Strategic Strategic
les Sl?port Deep Fires
ig g Area
I £ Friendly area; Competitor's
fr O where friendly 2 non-permissive,
1 stratgic and policy-restricted
o national forces . area where
82 gaintheir all-domain fires
IE S combat power, po orignate
KO sustain
| operations,
le and project
©  power into the
b= Support,
1= Close, and
! E  DeepAreas .
O | 5000s+ km | 1500s+ km [ 500s+ km 1000s+ km
_ i e
lllustrative depths of expanded space
- i c:mtmuum of Geographlc Space - -
oo} 5 Physical Manifestation of Capabilliies. & Effects across Levels of War =)
Tactical (Space, Cyberspace. ElectrOmagnetlc Spectrum (EMS), Informatton}
e e ——— e e e et e
a Operatlonal (Space Cyberspaoe EMS Informallnn) .
Strategtc (Space Cyberspacg_I;l\j§_lgf_o_nlagtio_n_) ______________________ _ RIS *

Pathways capabtlmes must

Point of physical manifestation
traverse to create effect

Key. dmmmy of capabilities/effects

I Figure 2. MDOs Areas and Domains (Source: TRADOC [6]).
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that responsibilities, resources, and
authorities are properly aligned among
echelons, functions, and political

organizations.

Support areas are divided according
to friendly and enemy capabilities

typically operating in each area.

The SSA

This is the area of cross-combatant
command coordination, strategic sea
and air lines of communications, and
the homeland. Most friendly nuclear,
space, and cyberspace capabilities and
important network infrastructure are
controlled and located here. Joint
logistics and sustainment functions
required to support MDO campaigning
throughout competition and armed
conflict emanate from the SSA.

The enemy will attack the SSA to
disrupt and degrade deployments and
reinforcements attempting to gain
access to the Operational Support Area
and move to the Close Area, taking
advantage of the reach of strategic
lethal and nonlethal weapons, as well
as special operations reconnaissance
and strikes. Enemy engagements in
this area will drive a rapid tempo of
friendly operations in other areas to
seek decision and limit enemy options

for escalation.

The Operational Support Area

This is the area where many key Joint

Force mission command, sustainment,

and fire/strike capabilities are located;
these can be land or sea based. This
area normally encompasses many
entire nations, thus making it an
important space for friendly political-
military integration. Due to the
political and military importance
here, the enemy targets this area with
substantial reconnaissance, IW, and

operational fires capabilities.

The Tactical Support Area

This area directly enables operations
in the Close, Deep Maneuver, and
Deep Fires Areas. Many friendly
sustainment, fires, maneuver support,
and mission command capabilities

are here. The enemy directs IW,
unconventional warfare, tactical fires,
maneuver forces, and even operational
fires at friendly forces, populations,

and civil authorities.

Operational and Strategic
Deep Fires Areas

These areas are defined as those
beyond the feasible range of movement
for conventional forces but where
Joint fires, Special Operations Forces,
information, and virtual capabilities

can be employed.

Deep Maneuver Area

This is the highly contested area where
conventional maneuver (ground or
maritime) is possible but requires

significant support from multidomain

capabilities; commanders must make

a concerted effort to “break into”

this area. Because more friendly
capabilities possess the range and
survivability to influence or operate
within this space than in the Deep
Fires Area and commanders can take
advantage of fire and movement, there
are many more options for Joint Force
employment here than in the Deep

Fires Area.

Close Area

This area is where friendly and enemy
formations, forces, and systems are in
imminent physical contact and will
contest for control of physical space in
support of campaign objectives. This
area includes land, maritime littorals,

and airspace.

PROTECTION OF CI

Direct adversarial action against
homeland infrastructures, assets, and
personnel in the SSA poses the greatest
risk to power projection capabilities.
The TRADOC assessment of the future
operational environment identifies
eight homeland sectors particularly

vulnerable to such disruption [1]:

1. Agriculture and food supply —
Those areas affecting acquisition,
processing, and availability of
foodstuff.

2. Finance, banking, and commerce —

Disruption of financial networks,
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availability of funds, confidence in

markets, and access to retail.

3. Rule of law/government
institutions — Degrade confidence
in the government’s ability to
provide functioning, stable, and
legitimate law and order, services,

and governance.

4. Transportation — Prolonged
interruption of air, cargo, and

public sectors.

5. Medical - Loss of services,
corruption of supply chain, and

inability to react to pandemics.

6. Water — Contamination of public
supply, disruption of distribution,

and loss of access to water.

7. Power — Disruption to the
electromagnetic spectrum over
wide areas and interdiction of

power generation.

8. Entertainment and information
— Attacks against arenas and
public gathering places, prolonged
internet denial, and loss of

confidence in journalism.

By targeting CI in the homeland,
adversaries will attempt to delay U.S.
forces’ capacity to respond to events,
tying up critical military homeland
assets with Defense Support of Civil
Authorities (DSCA) responsibilities
and eroding the nation’s support

for military operations. In addition,
adversaries may also time their

CI attacks to take advantage of an

ongoing natural disaster or DSCA

activity in the homeland to amplify
their effects.

CI supporting deployment activities

critical to power projection capabilities
and installation/command deployment
plans that would likely be targeted for

disruption include the following eight

sectors:

1. Power
2. Ports
3. Rail

4. Road networks

5. Airports
6. Fuel
7. Water

8. Communication networks

Attacks on the homeland and
installation/command deployment
plans, which rely heavily on these
eight CI sectors, are likely to come
from multidomain formations that
seek to disrupt power projection
capabilities from the other side of the
globe. Where possible, adversaries will
use multidomain effects to encourage
or compel attacks by irregular or
asymmetric domestic groups (e.g.,
narco-terrorists). Adversaries are
likely to conduct multiple attacks
simultaneously across all domains.
Threat courses of action (COAs) will
also include the application of new
and emerging technologies, especially
innovative artificial intelligence/

machine-learning (AI/ML) tools.

Threat action categories considered
most likely to target CI include the

following:

e Cyber-based Effects — Attacks on
the homeland will target industrial
control systems and supervisory
control and data acquisition
architectures to degrade or disable
systems that control power and
water utilities, industrial processes,
transportation infrastructures,
and other critical networks (e.g.,
communications). Attacks will also
use traditional denial of service and

ransomware cyber-based tools.

e [W - Adversaries will deploy online
spam, disinformation, and media
manipulation tactics to influence
public perception and citizen actions,
including via social media (e.g.,
Facebook and Twitter). IW efforts
will also seek to translate online
sentiments into real-world protests

or other hostile demonstrations.

e Unmanned aerial systems (UASs) -
Attacks on the homeland will exploit
the proliferation of low-cost and

expendable UASs (including drone
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Where possible, adversaries
will use multidomain effects
to encourage or compel
attacks by irregular or

asymmetric domestic groups.
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swarms and other autonomous,
robotic systems) to deliver payloads
to degrade or destroy physical
targets; conduct intelligence,
surveillance, and reconnaissance
missions; disseminate powders or
other chemical/biological payloads
above populations; and directly

disrupt airport operations.

e Sabotage — Adversaries will combine
information warfare, cyber-
based effects, and other means
to encourage or compel irregular
forces—including suicide bombers,
lone-wolf actors, narco-terrorists,
and preplaced special forces—to
sabotage assets central to the nation’s
defense-critical infrastructure (e.g.,
major highways, utility stations, rail

depots, and internet nodes).

e Unconventional attacks — Adversary
COAs may use chemical, biological,
radiological, nuclear in a manner
outside the confines of traditional
warfare, namely the targeting
of noncombatant populations.
Adversaries may also employ
electromagnetic pulse weapons, seek
to disable the Global Positioning
System and conduct widespread
jamming of the cellular system and
other networks, and exploit as-of-yet
unknown vulnerabilities in Smart

City/Internet of Things technologies.

The nature of these threats varies with
the adversary; although with current
technology, virtually all adversaries
could reach into the homeland (e.g.,

through cyberspace, IW, saboteurs,

sympathizers, and space), even if only
by using social media to undermine
public support and encourage “lone-
wolf attacks” The reach of regional
powers is also growing, and the most
potent adversaries already possess
multiple advanced cyberspace, space,
and physical capabilities (air, naval,
special operations, and/or missile
forces) that can always contest the
friendly rear areas. Figure 3 provides
a visual representation of an attack
on the homeland during military

deployment.

For instance, Russia and its proxies
have excelled in using cyberattacks

to gather intelligence on U.S.

military and commercial assets and
spread misinformation, while the
Chinese People’s Liberation Army
has reoriented much of its force to
focus on space, cyberspace, and EW
operations. Many of these capabilities
can originate from anywhere on the
globe and project directly into the
homeland, threatening to erode Army

freedom of action.

MILITARY INSTALLATION
RELIANCE ON CI

DoD Directive (DoDD) 3020.40,
Mission Assurance [7], and DoD
Instruction (DoDI) 3020.45, Mission
Assurance Construct [8], provide risk-
based assessment processes to identify,
assess, manage, and monitor the risks
to strategic missions. These processes

identify defense critical infrastructure
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Russia and its proxies have
excelled in using cyberattacks
to gather intelligence on

U.S. military and commercial
assets and spread

misinformation.

vulnerabilities in federal, state, and
allied/partner nations assets and
infrastructure. Areas of consideration
are threats and vulnerabilities,
including terrorism; cyberthreats;
chemical, biological, radiological,
nuclear, and high-yield explosives;
emergency management; extreme
weather events such as hurricanes;
and loss of utilities. Installation
mission assurance must consider

CI impacts of unconventional,
sequential, or multiple threats such as
civil unrest, UASs (to include drone
swarms), robotic autonomous systems,
IW, cyber, or threats to externally
provided support like public utilities
or commercial services. Installation
protection plans must consider the
threats posed by cascading system
failures that an adversary is likely

to effect via multidomain attack,
including disabling a critical system via
degradation of a supporting network
(e.g., disruption of water purification
systems due to debilitation of a base
microgrid power controller). It is
likely that an incomplete situational

awareness of installation vulnerabilities
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ASSURING MULTIDOMAIN POWER PROJECTION FROM THE HOMELAND

%

An adversary hacks into installation cyber-physical systems at the base power plant and air
traffic control, seeking to incapacitate much of the force and preventing Soldier deployment.
Aware of the threat, the new Multi-Domain Protection Condition (MDCON) had already been
raised, prompting Army cyber forces to isolate access to critical architectures and sharing all
potential intrusions with other Army installations. Updated Army Cybersecurity regulations
ensure SCADA and other control systems remain resilient to attack.

An adversary attempts to prevent/disrupt force deployment by
spoofing SMS and Facebook accounts, in one tactic telling
Soldiers their family members were just admitted to the ER.

Previous training in the likelihood of individualized targeting allows
Soldiers to recognize the tactics as hostile and disregard them.

Social media disinformation that the U.S. Army is giving away free
medicine and food threatens to foment a riot at the installation’s
gates. Military intelligence officer coordination with FBI, DHS, and
local governments gives the commander ample warning to deploy
a counter campaign and bolster installation protection forces.

Figure 3. Example Threat Attack on Deployment (Source: J. Hewett).

will result in the misallocation of
protective measures required in the

threat environment.

Commercial companies, suppliers,
and distributors play a key role in
the homeland by providing electrical,
water, telecommunications, trucking,
food services, and other critical
infrastructure and business services
essential to installation and force
sustainment and support. Threat

nations and nonstate actors operating

on their behalf will have sophisticated
and diverse capabilities designed

to prevent the United States from
projecting military power from the
homeland. Many of these capabilities
can originate from anywhere on the
globe and project directly into the
homeland, threatening to erode our
freedom of action. Threat nations and
their proxies have excelled in using
cyberattacks to gather intelligence on
key CI and military assets and spread

misinformation. There are several

recent examples reported by multiple
news organizations where attacks,
accidents, and weather impacted

the functioning of infrastructure
assets, such as the cyber/ransomware
attacks on 7 May 2021 to Colonial
Pipeline, an American oil pipeline
system, which shut down and delayed
fuel distribution for several weeks,
and another cyberattack on 30 May
2021, which impacted the world’s
largest meat processor, JBS Foods,

who had to close its nine beef plants
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Threat nations and their
proxies have excelled in
using cyberattacks to gather
intelligence on key CI and
military assets and spread

misinformation.

in the United States. The February
2021 winter storm in Texas caused a
massive electricity generation failure,
leading to shortages of food, water,
and heat. Even more recent events,
such as the notorious Chinese spy
balloon and the train derailment in East
Palestine, OH, demonstrate aspects of

CI vulnerabilities.

COUNTERING THREATS TO
MILITARILY SIGNIFICANT
Cl

Countering the ability of threat
nations and nonstate actors’ abilities
to successfully employ direct and
asymmetric attacks to disrupt and
delay the deployment of forces
from U.S. installations will require
rethinking and synchronizing
homeland and defense coordination,

planning, and action.

Key Cl-related considerations to
counter contested deployment of
forces from installations include the

following:

e Enhance the sustainability and

resilience of military installations
against enemy action and natural
disasters. CI that contributes

to this capability would include
agriculture and food supply, rule
of law/government institutions,
transportation, medical, water, and

power.

Increase coordination with
partners, particularly in the U.S.
domestic private and public
sectors, to increase capacity and
develop redundancy to protect
critical homeland commercial
and governmental sectors against

disruption.

Ensure that intelligence generation,
collection, and analysis are sufficient
to provide installations with all-
domain coverage of potential threat
courses of action, likelihood of
targeting, and risk mitigation of

expected outcomes.

Focus policies and guidance
for installation protection on
multidomain threats and the risks to

cyber-physical systems.

Develop comprehensive and
coordinated analytical methodologies
to assess vulnerabilities in homeland
installations that are central to

deployment.

e Advance the use of Al technologies

to enhance commander command,
control, and convergence of
protection effects. As an emerging
capability, Al can provide the

ability to generate, ingest, process,

format, and analyze large volumes
of sustainment and protection
data produced at a high velocity/
variety, contributing extensively to

command-and-control efforts.

e Develop capabilities to detect, target,
deny, and conduct post-incident
intelligence collection on adversary

small UASs or other drone types.

e Establish civil-military relations
guidance that is robust for directing
how military forces should
consult and coordinate with local
governments and organizations to
defend homeland CI before and

during contested conditions.

LIV S0/ 100000000090 000 000000000 000000000
CONCLUSIONS

It is no longer business as usual when
it comes to power projection during
times of competition, crisis, and

transition to armed conflict.

The ability of our nation to deploy
forces from the homeland in a

time of conflict—supported by
political, diplomatic, economic, and
informational means—in and across
all domains, the electromagnetic
spectrum, and the information
environment to prevail in competition
and armed conflict and then return

to competition is an existential

requirement.

Protection of CI will facilitate our
forces to retain maximum freedom of

action, speed, and agility to counter the
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threat’s multidomain efforts to attack
friendly forces, infrastructure, and
populations, resulting in a timelier end

to crises and return to competition. m
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SUMMARY

ryptocurrencies like

Bitcoin and Ethereum are

gaining popularity due to
their decentralized nature and lack
of central control. These digital
currencies provide a high degree of
user anonymity, making it difficult
for attackers to identify the actual
individuals behind addresses and
trace funds transferred between
users. However, these features of
blockchain-based cryptocurrencies
also pose challenges, as they can
facilitate criminal activities and
fraudulent transactions. Detecting
such illicit actions or entities within
cryptocurrencies proves to be a
significant challenge for security
agencies and financial authorities.
As a response to this challenge, a
comprehensive system for identifying
fraudulent entities in cryptocurrency
systems has been developed. This
system comprises two primary
modules: (1) off-chain monitoring
and (2) on-chain monitoring. Off-
chain monitoring involves artificial-
intelligence (Al)-based real-time
surveillance of the World Wide
Web (WWW), dark web searches,
and social media analytics to detect
fraudulent entities. Subsequently, it
issues alerts to prevent individuals
from engaging in transactions with
such entities. Through off-chain
analysis, a significant set of fraudulent
cryptocurrency addresses is extracted,

which aids in on-chain monitoring.

Contrary to off-chain analysis, which
identifies fraudulent addresses before
any cryptocurrency fraud occurs, the
on-chain monitoring module detects
fraudulent entities after the fraud

has taken place in the blockchain.
Using on-chain analysis, machine-
learning (ML)-based models have been
developed for detecting fraudulent
addresses in Bitcoin and Ethereum.
Additionally, a function to identify
mixer and tumbler services has been
created, facilitating the identification of
money-laundering activities involving
cryptocurrencies. These results
demonstrate promising outcomes in
terms of both correctness and real-

time capability.

INTRODUCTION

Fraud has been a persistent issue in
society since human creation; the

only difference lies in the evolving
methods of committing fraud. With
the advancement of technology,
fraudulent activities have become more
modernized and sophisticated, making
them increasingly challenging to
identify. In recent decades, identifying
fraud has garnered significant attention
and discussion. Banks have made
substantial financial investments

to detect fraudulent transactions
occurring within their networks. In
the traditional fiat currency system,
banks and government authorities
manage and supervise fund
movements. They have implemented

a new generation of security measures
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With the advancement

of technology, fraudulent
activities have become more
modernized and sophisticated,
making them increasingly

challenging to identify.

to address these risks [1]. Since the
fiat currency system is regulated
and controlled, involves recognized
customers, and is monitored, it is
not easy for criminals to engage in

financial fraud.

Contrary to fiat currency, committing
fraud using cryptocurrency is
comparatively easier due to features
provided by cryptocurrency

systems, such as user anonymity and
decentralization. All cryptocurrencies
(e.g., Bitcoin and Ethereum) employ
decentralized blockchain technology to
execute transactions and record them
in a public ledger. While everyone
has access to the ledger, no one has
control over it. User identities are
anonymized and represented as a long
random number called a public key or
address. A user can generate multiple
addresses to receive and transfer
cryptocurrency coins. These features
make cryptocurrencies a strong
alternative to the fiat currency system,
resulting in an increasing number

of cryptocurrency users each day.

However, they also contribute to a rise
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in the overall fraud ratio. Although
everyone has access to all transactions
and authorities can trace them, the
challenge lies in detecting fraud and
uncovering the actual identity behind
it due to the anonymity provided.
Typically, fraudulent users generate a
new address each time to receive and
transmit coins, aiming for increased

privacy and avoiding being identified.

Cryptocurrencies not only facilitate
fraud but also various other criminal
activities like money laundering,
terrorism financing, drug trafficking,
child trafficking, bribery, and ransom.
According to a report by Chainalysis
[2], illicit addresses received over
$24 billion in 2023, constituting
0.42% of overall transactions. The
report highlighted a significant
increase in ransomware and dark

net crimes. Additionally, Elliptic
reported that illicit entities laundered
$2.7 billion worth of coins in 2022
using cross-chain methods, with
North Korea’s hacking organization
alone responsible for over $900
million [3]. The inherent features of
cryptocurrencies, such as anonymity,
the changing nature of user addresses,
and the lack of central control, make
it challenging to identify and track
criminals and their transactions within

the cryptocurrency system.

Government authorities, agencies,
and various companies are actively
engaged in detecting cryptocurrency
fraud and criminal activities and

identifying real entities associated

66

Cryptocurrencies not only
facilitate fraud but also
various other criminal
activities like money
laundering, terrorism
financing, drug trafficking,
child trafficking, bribery, and

ransom.

with them through on-chain analysis.
However, these agencies conduct
manual analyses and transaction
tracing with the assistance of human
experts to ascertain the legitimacy of
a given transaction or entity, aiming
to identify the actual individuals or
organizations behind illicit activities.
Some of these organizations utilize
computer algorithms for analysis and
detection, although their monitoring
processes are not always in real time.
Additionally, contemporary criminals
employ sophisticated third-party
services, such as mixers and tumblers,
to enhance privacy and obscure the
traceability of their fund transfers.
For instance, money launderers
leverage mixers and tumblers that offer
protection by mixing coins through
multiple transactions involving several
users. This mixing mechanism
significantly complicates the task for
authorities attempting to trace funds
within the cryptocurrency system and

identify their source.

Furthermore, the majority of
cryptocurrency monitoring bureaus
overlook off-chain monitoring. Most
frauds are perpetrated by scammers
who encourage individuals to invest
in cryptocurrency and purchase
counterfeit products or services.

To achieve this, scammers create
deceptive websites or advertise on
social media, providing cryptocurrency
addresses to receive coins. The early
detection of these off-chain platforms,
advertisements, and crypto-addresses
can help prevent fraud. While some
monitoring organizations engage in
manual detection, the process is slow
and cannot keep up with the rapid

creation of such deceptive content.

To address these challenges, an Al-
based comprehensive system has been
designed to identify scams, fraudulent
entities, and services supporting
money laundering, such as mixers.
This system comprises two major
modules: (1) off-chain monitoring
and (2) on-chain monitoring. The
objective of the off-chain module

is to prevent cryptocurrency fraud
before it occurs, while the on-chain
module detects an illicit entity

after the crime is committed. The
off-chain module involves real-

time monitoring of the WWW to
identify cryptocurrency phishing
websites and extract associated
cryptocurrency wallet addresses. It
also establishes connections between
the extracted wallet addresses and
the dark web, tracing them on social

media platforms. Upon identifying
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any suspicious website, social media
content, or crypto-address, the system
issues an alert to deter individuals
from engaging in transactions

with such entities. Through off-
chain analysis, a significant set of
fraudulent cryptocurrency addresses
can be extracted, which aids on-chain

monitoring.

On the other hand, the on-chain
monitoring conducts real-time
surveillance of cryptocurrency
blockchains to detect fraud and
money-laundering activities. To
achieve this, ML-based models for
detecting fraudulent addresses in
Ethereum and Bitcoin have been
developed. Additionally, a function to
identify mixer and tumbler services
has been created, facilitating the
identification of money-laundering
activities involving cryptocurrencies.
The on-chain module also enables
users to assess the risk level
associated with a given address,
providing insights into the potential
risk of trading with that address.
Furthermore, clustering on addresses
has been performed to group all
addresses associated with a single
entity. Finally, the system’s correctness
and its ability to operate in a real-
time environment has been evaluated.
Results demonstrate promising
outcomes in terms of both correctness

and real-time efficiency.

The remainder of this article is
organized as follows. The next

section titled Preliminaries provides

an understanding of basic concepts,
including the workings of Bitcoin and
Ethereum, the definition of mixers
and tumblers, and an exploration of
how fraud is committed by scammers.
The Proposed System section follows,
examining the technical details of

the system, encompassing both on-
chain and off-chain monitoring
modules. The results of the system
evaluation are presented in the section
titled System Evaluation and Results,

followed by Conclusions.

PRELIMINARIES

In this section, the preliminary
concepts to understand the overall
system are discussed. How Bitcoin,
Ethereum, and Mixers execute their
operations is then demonstrated.
Furthermore, the overall scenario of
fraud execution in cryptocurrency

domain is reviewed.

Bitcoin

Bitcoin is a decentralized
cryptocurrency system that facilitates
peer-to-peer transfers of Bitcoins
without involving any central party.
In contrast to traditional banking
systems, Bitcoin operates without
central controlling or regulatory
authority. Each Bitcoin user possesses
a pair (or multiple pairs) of a public
key and a corresponding private key,
generated through secure mechanisms.
The public key serves as the user’s
address for receiving Bitcoins, while

the corresponding private key is

(14

Bitcoin is a decentralized
cryptocurrency system that
facilitates peer-to-peer
transfers of Bitcoins without

involving any central party.

utilized to transfer or withdraw those
Bitcoins to other users by signing the
transaction. The private key is kept
confidential, known only to the user
who employs it for withdrawing or
transferring coins, particularly after
receiving Bitcoins in the corresponding
public key. This approach ensures user
anonymity within the Bitcoin system,
making it challenging to identify the
real identities, such as persons or
individuals, behind public keys or
addresses. The combination of user
anonymity and decentralized control
has contributed to Bitcoin’s popularity.
However, these features also pose risks,
as they can be exploited for criminal
activities such as fraud, money

laundering, child trafficking, and more.

Consider a simple Bitcoin transfer
scenario, as shown in Figure 1,
between users U,, U,, U,, and U,
who have public and private key
pairs (PU,,PR,), (PU,PR,), (PU,,PR),
and (PU_,PR,), respectively. U, has
received 15 Bitcoins from U, in two
transactions, TD;, and TD,;;. Now,
U, wants to transfer 15 Bitcoins to

U, and generates a transaction TD,,
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I Figure 1. Bitcoin Transaction Scenario (Source: D. Shukla and M. Rathore).

by mentioning the receiver’s address
as PU, and the input transactions’
references (i.e., transactions from
where those Bitcoins were received)
as TD,, and TD,,,. U, signs TD,,
using private key PR, and broadcasts
it to the Bitcoin network. When
each Bitcoin miner receives TD,,, the
signature that the TD,, and TD,,, are
never spent in any earlier transaction
is verified and then added to a block,
along with other transactions to mine
it. Once any miner node successfully
mines the block, the block is added to
the blockchain, and the transaction is
successfully committed. In the same
way, U, transfers Bitcoins to U, in the
transaction TDs;. In the throughout
process, no one knows who is behind
the PU,, PU,, PU,, and PU, addresses
(ie, U, U, U, and U, are never
revealed). Specific details of the
mining process are not provided here;
however, Al-Farsi et al. [4] explain
the working of the Bitcoin system
and whole mining process in a very

comprehensive way.

Ethereum

Ethereum is the second-most

popular cryptocurrency after Bitcoin,
introduced in 2013 by Vitalik Buterin
in his white paper [5]. Like Bitcoin,
Ethereum operates on a decentralized
network and prioritizes user
anonymity. However, unlike Bitcoin,
Ethereum employs proof-of-stake
(PoS) [6] for block mining, transaction
validation, and security, as opposed
to proof-of-work (PoW). Notably,
Ethereum recently transitioned from
PoW to PoS for its mining protocol.
Unlike PoW, PoS is quite efficient,

as it does not keep all nodes busy in
the mining process. PoS randomly
selects a single node in the network
to validate all the transactions in a
block and add them to the Ethereum
network. Moreover, Ethereum’s
transfer message only supports one
sender and one receiver address in

a single transaction. In contrast,

a Bitcoin transaction can involve
multiple senders and receivers in a

single transaction.

Mixers and Tumblers

Mixers, also known as tumblers, are
cryptocurrency services provided by
third parties to enhance the privacy of
transactions for cryptocurrency users.
The Bitcoin blockchain, being public,
allows anyone to view all transactions,
enabling tracking of fund sources.
Through sophisticated transaction
analysis, monitoring, and tracking,

the real person behind an address

can be identified. To make it more
challenging to trace funds to a specific
address, mixers combine coins from
various sources by repeatedly sending
and receiving funds using multiple
addresses in a single transaction. They
obfuscate coins by receiving them
from a user; gathering and mixing
them using multiple source and
destination addresses in one or more
transactions, as illustrated in Figure 2;
and then sending them to the user-
provided address. This method makes
it difficult for attackers to backtrack
the funds received in a transaction

by an address. From the perspective
of cryptocurrency users, mixers offer
privacy. However, it is essential to
note that mixing can be exploited

by criminals for money laundering
and concealing their sources.
Consequently, many national security
authorities aim to identify transactions

involving mixing services.

Fraud Scenarios

Most cryptocurrency frauds are

perpetrated by scammers who
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Figure 2. Bitcoin Transaction Involving a Mixer (Source: D. Shukla and M. Rathore).

employ various tactics to deceive
users. These individuals convince
users to send them Bitcoins in
exchange for promised services,
products, or financial gains. However,
once the coins are received, no

such offerings are provided. The
anonymity feature inherent in Bitcoin
makes it challenging to trace and
apprehend these fraudulent actors.

Most scams occur through phishing

attacks, wherein scammers create
deceptive websites (referred to as
phishing websites), send fraudulent
emails, utilize social media and

other platforms for misleading
advertisements, and encourage
individuals to invest in their platform
or acquire services/products by
transferring Bitcoins to a provided
Bitcoin address. Early detection

of such phishing attacks can aid in

identifying potential sources of fraud,
allowing for proactive measures to
be taken to prevent cryptocurrency-

related scams.

PROPOSED SYSTEM

To monitor fraudulent activities in
cryptocurrencies and prevent them
through an early-detection mechanism,
a comprehensive system that performs
both real-time, off-chain monitoring
and on-chain monitoring has been
developed. Figure 3 illustrates

the overall layered architecture of

the system. At the current stage,

the focus is on monitoring two
major cryptocurrencies, including
Bitcoin and Ethereum. Off-chain
monitoring primarily focuses on
early fraud detection by identifying
cryptocurrency-related scamming/
phishing websites and monitoring
social media and the dark web. On
the other hand, real time, on-chain
monitoring is designed to identify
fraudulent transactions as they occur
in the cryptocurrency blockchain.
This system identifies mixers to help
control money laundering, detects
fraudulent transactions, and clusters
addresses to group those belonging
to the same entity. Additionally, risk
analysis is performed on addresses to
assign a risk level, indicating whether
an address belongs to a legitimate
user or a scammer. Intercomponent
analysis between each of the off-chain
and on-chain submodules has been
conducted. Both NoSQL database
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I Figure 3. System Architecture (Source: D. Shukla and M. Rathore).

management systems (DBMS), such

as MongoDB, and relational DBMS,
such as PostgreSQL, are utilized to
store data, features, intermediate
findings, and results. For data analysis
at both on-chain and off-chain levels,
signature-based pattern detection
algorithms, statistical methods, and ML
are employed. This section delves into
the technical details of each individual
module of off-chain and on-chain

monitoring.

Data Collection,
Preprocessing, and Features
Engineering

The detection models are data driven,
requiring an extensive amount of
data for initial analysis and model
development. These data were
collected from various public sources

and Telegram groups. Some of

the datasets were built in-house.
Data on cryptocurrency scamming
websites for off-chain analysis were
sourced from industry experts who
conducted manual analyses to identify
cryptocurrency scams. Initially, a
dataset comprising 500 deceptive
websites and 200 nondeceptive
websites (resembling scams but not
fraudulent) was compiled. Using this
dataset as a foundation, Al-based
clustering techniques were employed
to expand a list of deceptive websites
to 10,000. For on-chain analysis,
the data generated by Toyoda et al.
[7] containing addresses of 3,199
mixers and 23,114 nonmixers (26,313
total) were obtained. The labels
were primarily assigned through
heuristics and clustering techniques.
Nonmixer samples include addresses
from services that may resemble

mixers, such as exchanges, faucets,

Detection

Address/Wallets
Clustering,
Risk Computation

high-yield investment program, pools,
markets, and gambling platforms. For
fraudulent transaction analysis, a list
of 12,146 fraudulent and legitimate
Ethereum addresses was obtained from

Kaggle [8].

After removing 246 duplicated entries,
5,054 fraudulent addresses and

6,846 nonfraudulent addresses were
left. Additionally, a set of fraudulent
addresses from off-chain sources was
gathered and included Telegram chats,
scamming websites, the dark web, and

social media.

Usually, the data are not refined;
they may contain null or missing
values, unnormalized values, repeated
data, and unbalanced samples.
Consequently, data preprocessing
was conducted to refine the data

and prepare it for analysis. Both the
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Bitcoin mixers dataset and Ethereum
dataset were imbalanced, indicating an
unequal distribution of samples across
categories. Therefore, when training
an Al-based model for mixer detection,
only 3,601 random nonmixer
addresses from the mixer dataset

were selected to achieve a somewhat

balanced dataset.

In contrast, for the Fraudulent dataset,
the SMOTE [9] resampling mechanism
was employed to equalize the number
of both fraudulent and nonfraudulent
addresses to 6,846 each. Additionally,
zero-variance attributes, abnormal
outside samples, and outliers were
eliminated from all datasets using box-
plot analysis. To address missing and
null values, the data were partitioned,
based on class labels, and k-means
clustering (with k = 10) was applied to
each partition to identify subgroups.
Subsequently, the mean value of

all attributes in each subgroup was
calculated, and the missing values were
replaced with the mean value of the
corresponding attribute. Furthermore,
to prevent poor performance due

to nonstandardized attribute values,
Gaussian normalization was applied,
ensuring zero mean and unit variance.
Values were transformed using the
Yeo-Johnson power transformer
method [10] with in-place computation
[11].

On-chain datasets comprise many
parameters. Mixer and nonmixer
addresses are characterized by 36

features, while Ethereum addresses

have 32 parameters (excluding
“address” and the “class” parameter).
Utilizing all these parameters for on-
chain, real-time monitoring may result
in significant overhead. Therefore,

to reduce the number of parameters

in the Ethereum dataset, correlation
and feature importance scores were
employed. Certain attribute pairs with
strong interlinear relationships, such as
ratioRecSent and receivedTransactions,
maxValReceived and avgValReceived,
and ratioSentTotal and ratioRecTotal,
were identified. One attribute from
each pair was removed by choosing the
one with a stronger correlation to the

class attribute. Subsequently, the Gini

index [12] (a method for determining
feature importance) was applied to
the remaining 29 attributes to select
the top 16 attributes. The feature
importance scores for these attributes

are depicted in Figure 4.

To eliminate unimportant features
from the Bitcoin mixer dataset, basic
signature and pattern, statistical,
correlation, and information gain
analysis was conducted [13]. The
information gain of an attribute A
represents the amount of information
gained about a class variable from the
observing attribute A. In simple terms,
it is the measure used in a decision

tree to identify the best parameter.

maxValSent
avgValReceived
totalEtherBalance
minTimeBetweenRecTnx
ifetime
numuUnigSentAddress
maxTimeBetweenRecTnx
numunigRecAddress
minValSent
avgTimeBetweenRecTnx
sentTransactions

giniRec
receivedTransactions
dailyMax

activityDays
minTimeBetweenSentTnx
createdContracts
maxValReceived
totalEtherSentContracts
ratioRecSent

flag

ratioRecTotal

avgValSent
totalEtherSent
totalTransactions
giniSent
avgTimeBetweenSentTnx
txFreq
maxTimeBetweenSentTnx
minValReceived
ratioSentTotal
totalEtherReceived
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Figure 4. Gini Feature Importance Scores for the Ethereum Fraud Dataset (Source: D.

Shukla and M. Rathore).
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Through information gain analysis,
each feature was categorized as either
important or nonimportant. The top
eight most important features that

can effectively distinguish mixer and

nonmixer addresses were then selected.

Table 1 shows the selected features
and their corresponding information
gain values. Later, patterns and flow
analysis of Bitcoin transactions was
performed by constructing a big graph
using Neo4j [14]. Specifically, the
focus was on transactions containing
a mixer’s address in the sender list

(inputs) or receiving list (outputs).

Findings revealed that most of

the mixer’s transactions exhibited
“fan-in,” “fan out,” or “scatter-gathered
patterns” In a fan-in pattern, the
transaction involves multiple senders and
one receiver, while the fan-out pattern
features one sender and many receiv-
ers. In a scatter gathered (or gathered-
scatter) scenario, there are too many
relationships between the number of
inputs and outputs of the transaction.
Graphs depicting the analysis of
transactions involving the mixer
address “1PzuVHgrSH7rRJNttzgknu-
omMLohX54dCB” are illustrated in
Figures 5 and 6. Figure 5 shows all
the Bitcoin exchanges (represented by
blue nodes) by the mixer (represented
by the orange node). Each blue

node contains the information about
transactions where Bitcoins were
received and subsequently sent to
other addresses. To further analyze

inputs and outputs, a blue node can be

expanded, as demonstrated in Figure 6.

I Table 1. Parameters Selected by Information Gain for Mixers Detection

INFORMATION SELECTED

GAIN PARAMETER PRl
0.73 frequency per day | Number of transactions/day
0.431 mean spent input Average Bitcoins spent per spent transaction

Ratio of fan-in, fan-out, and scatter-gathered
0.404 ratio AllPatterns . . &

transactions to total transactions

Ratio of fan-in transactions to total
0.39 ratio InPattern .

transactions

Ratio of number of times the digit i in U.S.

dollars appeared in received transactions,
0.346 ratio received 2 0 PP

- where I (10%102,...,10°), over number of

received transactions

Ratio of number of spent transactions over
0.303 ratio spent . P

total transactions

. . Ratio of number of received transactions over

0.303 ratio received .

total transactions

Ratio of number of spent 2 0 over number of
0.293 ratio spent 2 0 . pet 2

- spent transactions

Figure 5. Transactions of the Mixer 1PzuVHgrSH7rRJNttzgknuomMLohX54dCB (Source:
D. Shukla and M. Rathore).
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Figure 6. Fan-out and Scatter-Gathered Transactions of the Mixer 1PzuVHgrSH7rRINttzgknuomMLohX54dCB (Source: D. Shukla

and M. Rathore).

Based on this transaction pattern and
flow analysis, three additional features
were added to the list of important

features, including “number of fan-in

patterns,” “number of fan-out patterns,”

and “number of scattered-gather
patterns,” making a total of 11

features.

Real-Time, Off-Chain
Monitoring

The motivation for real-time, off-chain
monitoring is to prevent fraud before
it occurs. Through the surveillance of
the web, dark web, and social media,

cryptocurrency wallet addresses

associated with scams and fraudulent
activities are identified. These efforts
aim to thwart attempts to collect coins
through deceptive means. The overall
flow of the off-chain monitoring

system is illustrated in Figure 7.

Web Monitoring

This system provides real-time
monitoring of the web to detect any
fake websites that attempt to persuade
users to invest in cryptocurrency

or purchase products/services at a
lower price. Scammers often provide
cryptocurrency wallet addresses for
users to make payments. This system

extracts newly created websites daily

and assesses which ones are scams.
To achieve this, the system initially
filters all cryptocurrency-related
websites by applying a signature- and
pattern-matching algorithm to the
website’s content and basic features.
Subsequently, complex features are
extracted from the filtered websites,
such as the age of the website, region,
daily visitor count, and more, and
the term frequency inverse document
frequency vector is computed. This
vector, along with the feature set,

is then provided to the Al-based
deceptive website detection module
to determine whether the website is

deceptive or nondeceptive. Also, the
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Figure 7. Flow Chart of the Off-chain Monitoring System (Source: D. Shukla and

M. Rathore).
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The motivation for real-time,
off-chain monitoring is to

prevent fraud before it occurs.

system thoroughly scans each website
flagged as a scam to extract the Bitcoin
addresses provided by the scammer.
The system generates alerts whenever
it identifies a scam website on the web
and stores the website details, along
with the corresponding extracted

wallet address in a blacklist.

The deceptive website detection
module employs a random forest

ML model, trained and extensively
tested on an in-house labeled dataset,
as previously discussed in the Data
Collection, Preprocessing, and Features
Engineering section of this article.
Occasionally, scammers may create
multiple similar websites to launch an
effective phishing campaign. There

is also the possibility that a group of
scammers works together to launch
phishing attacks using a combination
of scamming websites. Thus, this
system identifies such groups of
similar websites that are identical to a
given scamming website by employing
a k-means clustering approach. The
system also identifies similar websites
that share the same wallet address. To
date, this system has scanned more
than 250 million websites created
since 2014 [15], at a daily rate of
250,000 per day. Overall, more than
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67,000 websites have been detected as
deceptive, with a daily detection rate

exceeding 500 per day.

Dark Web Monitoring

This system also monitors the dark
web to identify cryptocurrency
addresses. It searches for traces of
wallet addresses blacklisted by the
scamming website detector within

the dark web, thereby enhancing the
confidence level of the system. SOS
Intelligence Limited’s application
programming interface (API) [16]

is employed to extract all the active
dark web uniform resource locators
(commonly known as URLs) daily and
monitor them regularly. Whenever
the system finds the cryptocurrency
address on the dark web, it retrieves
the contents of the corresponding dark

web page for further investigation.

Social Media Monitoring

As with dark web monitoring, social
media contents like X are also
monitored to compile all the wallet
addresses discussed on social media.
To raise the confidence level for the
scammers wallet address list (blacklist
addresses), the system checks to see if
any of these addresses are reported on
social media. This module is at the

initial stage of development.

Real-Time, On-Chain
Monitoring

Bitcoin and Ethereum do not have

a central authority to control their

operations and monitor them.
Therefore, a real-time monitoring
system is required for these
cryptocurrencies to generate alerts

if a new transaction involves any
suspicious entity in either the receiving
side or sending side. Specifically, the
aim of the real-time monitoring system
is to identify fraudulent entities and

mixer services.

The overall flow of the on-chain
fraudulent entities and mixer detection
is illustrated in Figure 8. The system
is connected with the Ethereum and

Bitcoin blockchain nodes, which

always have the latest version of the
blockchains and updates whenever

a new block is created in the chain.
This system processes each newly
created block and prepares a list of
all input and output addresses in each
transaction. Each address is looked up
in the database to determine whether
the address exists in the record (i.e.,
finding whether the address had
already been analyzed in the past).

If the address does not exist in the
database, the system extracts and
computes all the address features, as
previously mentioned in the Data

Collection, Preprocessing, and Features

BLOCK XXXXXX

Trasaction List:

Tx2

Tx3

For each new address

EXTRACT & COMPUTE
ADDRESS FEATURES

APPLY
FRAUD/MIXER
l | DETECTION | |

" MODEL i
Non-Mixer? Non-Fraud? Fraud? Mixer?

H Non- .
Non-Mixer Fraudulent Mixer
Addresses ;r::fg::: Addresses Addresses

I Figure 8. Al-Based Mixer and Fraud Detection (Source: D. Shukla and M. Rathore).
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Engineering section of this article.
These features are then provided to
the Al-based classification models

to determine whether the address is
legitimate or fraudulent or if it is a
mixer. The system generates alerts to
users if there is a mixer or a fraudulent
entity involved in any transaction.
Also, by utilizing graph-based
clustering and address connection
analysis, the system determines the
group of addresses that may belong to
a single specific entity. In the same
way, the system also provides risk
scoring to each entity to guide the
user to avoid any trade with high-risk

addresses.

Mixers and Tumblers Detection
Mixers assist money launderers not
only in concealing the origin of their
illicit funds, which may be obtained
through fraud, ransom, scams, or
other unlawful activities, but also

in obscuring the recipients of these
funds in the form of cryptocurrency
coins. Consequently, identifying
mixing services is crucial for unveiling
money-laundering activities within the
realm of cryptocurrencies. Current
approaches in the literature either
lack high accuracy due to the dynamic
nature of mixing methods or are

insufficiently efficient for real-time

model [19] consists of multiple

small decision trees that operate in
parallel to perform decision-making.
Furthermore, after an extensive
analysis of mixers, only 11 important
features were found, which are quite
fewer in number. A smaller number of
attribute computations and a parallel
decision-making approach through
multiple distributed trees ensure real-

time processing capabilities.

Fraud Detection

Off-chain monitoring is employed

to prevent fraud before it happens.
The other way to deal with the
fraudulent entities is to detect them
and their transactions in the on-chain
by monitoring the cryptocurrency
blockchain in real time. This system
performs fraudulent entity detection
[20] by employing an Al-trained

model.

To select the best ML model, four tree-
based learners, such as classification
regression trees (CART), random
forest, light gradient-boosting machine
(LGBM), and GBDT, were tested using

XGBoost. These models were assessed

using a 10-fold cross-validation on a
refined version of an Ethereum dataset,
which consisted of both fraudulent
and nonfraudulent entities (wallet
addresses) based on 16 features. The
correctness results for each of these
models are presented in Table 2.
Ultimately, the distributed GBDT
learner was chosen, as it demonstrated
exceptional performance. The model
was retained on the entire dataset,

and validation was conducted using
various hyperparameter configurations.
The optimal hyperparameters were
determined to be [colsample_bytree

= 0.7, learning rate = 0.5, max

depth = 4, n estimators = 200, and
subsample = 0.9]. Eventually, the
model was deployed in a real-time
environment, where the GBDT-based,
fraud-detection model exhibited
significantly higher accuracy with these

hyperparameters.

Wallets and Address Clustering
In cryptocurrencies, an address is
essentially a public key. A user can
have multiple addresses and generate
as many pairs of public and private

key as desired. Once an address

Table 2. Accuracy of Machine Learning Model on Ethereum Fraud Dataset Using

k-Fold Cross-Validation

o . . . TREE-BASED
monitoring. This system achieved LEARNERS ACCURACY PRECISION {{e7 V11
high accuracy by building ML-
CART 0911 0.92 0.90
based distributed gradient-boosted
Random forest 0.93 0.94 0.92
decision trees (GBDT) using the Andom fores
extreme gradient boosting (XGBoost) LGBM 0.94 0.96 0.93
library [17, 18]. The mixer detection GBDT 0.95 0.96 0.94
I +oiac sournal // 2024 Erents



(i.e., a public key) receives coins in

a transaction, the corresponding
private key can be employed to

access the received coins, either for
transfer or withdrawal. This feature
in cryptocurrency enables criminals
to generate and utilize multiple
addresses for sending and receiving
coins, thus avoiding identification.
Therefore, a graph-based algorithm
has been developed to identify the

set of addresses that may pertain to a
single entity, particularly a fraudulent
one. The algorithm accomplishes this
grouping by tracking and tracing all
the transactions associated with a given
address, both upward and downward.
A heuristic approach has been utilized,
and rules for addresses to be part of
the same group have been established.
For instance, a straightforward rule is
as follows: if two addresses are used
as inputs in a single transaction, they
belong to the same entity. Similarly,
there are more complex rules utilized

by the algorithm.

Address Risk Factor Computation
In addition to detecting fraudulent
entities, a risk model that assigns

risk scores to addresses has also been
developed, providing cryptocurrency
users with information about the level
of risk when trading with a particular
address. Once again, a graph-based
approach is utilized to analyze
addresses, focusing on the transaction
network of each address and its

interactions with known fraudulent or

high risk addresses. The risk scores
are determined by the distance of an
address from identified fraudulent or

high-risk entities within the network.

SYSTEM EVALUATION AND
RESULTS

Overall, the system comprises six
modules. However, in this evaluation,
the focus is on three major modules
of the comprehensive system: (1)
real-time web monitoring, (2) mixers
detection, and (3) fraudulent entity
detection. These modules are assessed

in terms of correctness and efficiency.

Implementation Environment

Currently, the back-end, real-time
monitoring modules operate on
multiple local machines. The results,
report, and alerts are generated
through a cloud portal [15]. Three
local machines are utilized, with two
of them equipped with 16-GB random
access memory (RAM) and 20 central
processing unit (known as CPU) cores
at 2.10-GHz speed, whereas the third
one is more powerful—a Dell Precision
7920 machine with 128-GB RAM
and 52 2.10-GHz Intel Xeon(R) Gold
6230R processors. All systems are
running an Ubuntu 22.04.3 long-term

support operating system.

For real-time, on-chain monitoring,
transactions data are extracted from

two platforms—Bitquery [21] and

Blockchain Explorer [22]. For off-
chain monitoring, the website list is
obtained from the WHOIS database
[23], the dark net data are extracted
using SOS Intelligence APIs [16], and
the social media data are collected
using Twitter API [24]. The ML-based
detection models are trained, tested,
evaluated, and implemented in Python

using the XGBoost library [25].

Correctness

The correctness of the Al-based
detection models is evaluated with
k-fold cross-validation, where k = 10.
With this validation approach, the
entire dataset is divided into k mutually
exclusive equal portions. The model is
trained and tested k times, with each
trial involving training the model on
one of the k-1 data portions and then
testing it on the remaining part, in a
repetitive manner. Finally, the results

from all trials are aggregated.

To assess the system correctness

from all perspectives, the accuracy,
precision, and recall parameters were
utilized—computed by equations 1, 2,
and 3, respectively—along with true
positives (TP), true negatives (TN),
false positives (FP), and false negatives
(FN). TP represents the number of
correctly identified positive instances
(frauds/mixers/scams), TN denotes the
number of correctly identified negative
instances (nonfrauds/nonmixers/

nonscams), FP indicates the number

TABLE OF
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of incorrectly recognized positive
instances, and FN is the number
of incorrectly recognized negative

instances.

Accuracy = (TP + TN)/(TP + TN + FP + FN). (1)
Precision = (TP)/(TP + FP). )
Recall = TP/(TP + EN). (3)

The Al-based detection models
demonstrate high accuracy. The
offline monitoring module successfully
identifies cryptocurrency scams and
phishing websites with an accuracy
exceeding 90%, whereas the on-chain
modules exhibit even greater accuracy,
surpassing 96% in detecting mixers
and fraudulent entities across both
Bitcoin and Ethereum (as detailed in
Table 3). Notably, this study indicates
that the reduction in feature sets (11
features for mixer detection in Bitcoin
and 16 features for fraud detection in
Ethereum) has no adverse impact on
accuracy levels. This is corroborated
by the consistent accuracy observed in

both full and reduced feature sets.

Efficiency

This designed system is capable of

operating in a real-time environment.

(1<

The offline monitoring
module successfully identifies
cryptocurrency scams and
phishing websites with an

accuracy exceeding 90%.

One of the local machines is dedicated
to processing all the newly uploaded
websites on the web each day. On
average, the machine processes more
than 250,000 websites daily and
determines which ones are scams in

just 4-6 hours.

In terms of on-chain monitoring, real-
time cryptocurrency transaction data
are collected from external blockchain
nodes that hold the current state of
the cryptocurrency blockchains. The
bottleneck in the mixer and fraudulent
entity detection is extracting data from
these nodes, as the time depends on
the current network speed, bandwidth,
delay, server computation power, and
other network factors at the client and

server ends. In most cases, it takes

I Table 3. Accuracy of the Mixers’ Detection Model on Bitcoin Data

fewer than 200 ms per address to
retrieve basic parameters. However,
at the local machine, it takes less

than 1 ms to compute the selected

24 features from the basic ones.

Once the features are computed, the
detection time is negligible (i.e., less
than 0.5 ms); it took around 20 ms to
detect fraudulent entities from 2,739

instances.

With these results and having an in-
house blockchain node running at the
local machine, it is possible to detect
mixer services and fraudulent entities,
even if the cryptocurrency transactions
are being generated at a very high

speed.

YISV S04 /000450000900 00400 00900000900 0004
CONCLUSIONS

This article presents a novel Al-based
cryptocurrency monitoring system
designed to identify scams, fraudulent
entities, and mixers. The system aids
in criminal investigations related

to activities like money laundering,
child trafficking and abuse, gambling,
ransom, Ponzi schemes, and others.

The system comprises two major

DETECTION TYPE TP TN FP FN ACCURACY PRECISION RECALL
Mixers’ detection (full dataset) 3,098 3,528 72 101 0.974 0.977 0.968
Mixers’ detection (reduced dataset) 3,089 3,521 80 110 0.972 0.974 0.966
Fraudulent entities detection 1,306 1,334 48 51 0.96 0.96 0.96

] oiac dournatl // 2024
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modules: (1) off-chain monitoring

and (2) on-chain monitoring. Off-
chain monitoring involves real-time
surveillance of the WWW to identify
cryptocurrency phishing websites

and extract associated cryptocurrency
wallet addresses. Furthermore, it
establishes the connection between the
extracted wallet addresses and the dark

web and traces them on social media.

On the other end, on-chain monitoring
does the real-time surveillance of
cryptocurrency blockchains to detect
frauds and money-laundering activities
(through detecting mixer service
involvement in a transaction). This
module also enables users to assess

the risk level associated with a given
address, providing insight into the
potential risks of trading with that
address. Furthermore, clustering

is applied to group all addresses
associated with a single entity. In
summary, off-chain monitoring helps
prevent cryptocurrency fraud before

it occurs, while on-chain monitoring
detects fraud after it has been
committed within the cryptocurrency

blockchain. m
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